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Purpose

This Reference Deployment Guide provides guidelines on how to design an Hyper-
Converged solution over Windows Server 2016. It also includes a reference design of a 4
nodes Storage Spaces Direct All Flash based Hyper-Converged cluster using System Center
Virtual Machine Manager 2016 (SCVMM).

Scope

In this document we will demonstrate deployment procedure of Microsoft Hyper-Converged
virtualization cluster based on Storage Spaces Direct connected by Mellanox end-to-end
Ethernet solution, which includes the Spectrum™ switch, ConnectX-4 / ConnectX-4 Lx

NICs and LinkX™ cables.

Definitions/Abbreviation

Table 2: Abbreviation

Definitions/Abbreviation Description

RoCE RDMA over Converged Ethernet

S2D Storage Space Direct

Related Documentation

Table 3: Related Documentation

| Document Title Description
Hyper-converged solution using https://technet.microsoft.com/windows-server-
Storage Spaces Direct in Windows docs/storage/storage-spaces/hyper-converged-
Server 2016 solution-using-storage-spaces-direct
Deploy, and manage SCVMM 2016 https://technet.microsoft.com/en-us/system-center-
docs/vmm/vmm
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Introduction

This Reference Deployment Guide provides guidelines on how to design the Hyper-
Converged solution over Windows Server 2016. It includes a reference design of a 4 nodes
Spaces Direct All Flash Storage based Hyper-Converged cluster using System Center Virtual
Machine Manager (SCVMM). This guide also includes detailed instructions on how to
install and configure the components of a Hyper-Converged system using SCVMM 2016.

The act of deploying a Hyper-Converged system can be divided into three high level phases:
o Deploy Windows Server 2016

o Configure the network with SCVMM 2016

» Configure Storage Spaces Direct Cluster

For further information on what Hyper-converged cluster with Storage Space Direct is, and
how to plan your infrastructure and deployment, please refer to the following link:
Hyper-converged solution using Storage Spaces Directin Windows Server 2016

Deployment of SCVMM 2016 is not described in this guide. For information of how to
deploy, and manage SCVMM 2016, please refer to the following link:
https://technet.microsoft.com/en-us/system-center-docs/vmm/vmm.

Rev 1.0

Mellanox Technologies


https://technet.microsoft.com/windows-server-docs/storage/storage-spaces/hyper-converged-solution-using-storage-spaces-direct
https://technet.microsoft.com/en-us/system-center-docs/vmm/vmm

A

Mellanox

TECHNOLOGIES

Overview

In the Hyper-Converged configuration described in this guide, Storage Spaces Direct
seamlessly integrates all the functions that are needed to deploy the Windows Server
Software Defined Storage (SDS) stack, including Clustered Shared VVolume File System
(CSVFS), Storage Spaces and Failover Clustering.

The Hyper-Converged deployment scenario includes the Hyper-V (compute) and Storage
Spaces Direct (storage) components on the same cluster and the Virtual Machine files are
stored on a local Cluster Share VVolume (CSV). Each server includes 2 CPU sockets, 8
NVMe drives in a NUMA configuration (4 NVMe for each socket) and Mellanox's
ConnectX-4 / ConnectX-4 Lx RoCE enabled NICs, all connected by Mellanox's Spectrum™
SN2700 switches and LinkX™ cables.

Mellanox ConnectX-4/ConnectX-4 Lx RDMA enabled NICs and SN2700 switches enables
higher bandwidth and lower latency networking that accelerates VMs to VMs, VMs to
storage and VM live migration which maximizes the overall solution efficiency.

In addition, data communication over RoCE technology, doubles the throughput, cuts the
latency by 50%, and increases the CPU efficiency by more than 33%
(https://www.mellanox.com/blog/2015/05/storage -spaces-direct-if-not-rdma-the n-what-if-
not-mellanox-then-who/)

Figure 1: Hyper-Converged Cluster Configured for Storage Spaces Direct and Virtual
Machines Hosting
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3.1

3.11

System Configuration

Network Components

Network Design

The following illustration shows anexample configuration. This example does not cover the
router’s configuration and its connectivity to TOR switches.

Figure 2: Solution High-Level Design

External
Client

S2D Cluster

Each server is connected to both SN2700 switches by Mellanox's LinkX copper cable to
allow redundant network links in the event of a network port or external switch failure.

The following are the switch ports connectivity in our scenario:
e 1st port — connected to router

 16th port — connected to Management server

e 222426 and 28 ports — connected to each node in cluster

e 31 and 32 ports — IPL interconnect between two switches

Detailed switch configuration examples are provided in Appendix A:

Rev 1.0
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3.1.2 Logical Networks Configuration
The table below shows the configuration of networks with VLAN ID for SN2700 switches.
Table 4: Cluster Networks
Network ‘ Subnet VLAN ID Gateway DNS server
Name
Deploy 172.21.0.0 16 Native(621) 172.21.1.254 172.16.1.251
MGMT 172.16.0.0 16 616 172.16.254.253 172.16.1.251
Cluster 172.17.0.0 16 617 172.17.1.253 No
LiveMigration | 172.18.0.0 16 618 172.18.1.253 No
Storage 172.19.0.0 16 619 172.19.1.253 No
3.1.3 Servers Network Configuration
The table below shows the server names and their network configuration.
Table 5: Server Names and Network Configuration
IP and NICS
Server type Server name
Deploy network MGMT network
IP:1 72.16.1.251/16
Bﬁé’:‘)D DS, DNS, clx-wrd-dc Not part of this network GW: 172.16.254.253
DNS: 172.16.1.251
IP:172.16.1.250/16
SCVMM chwrd-vmm Not part of this network GW:172.16.254.253
DNS: 172.16.1.251
Compute, Storage chewrd-s1 By DHCP from DC From Pool via SCVMM
Compute, Storage chx-wrd-s2 By DHCP from DC From Pool via SCVMM
Compute, Storage chx-wrd-s3 By DHCP from DC From Pool via SCVMM
Compute, Storage chxwrd-s4 By DHCP from DC From Pool via SCVMM
3.14 DHCP Service Configuration

Domain Controller (DC) will provide the DHCP service for the Deploy network. The DHCP
Deploy scope should be configured according to the information below:

e [P:172.21.1.1-100/16
o GW:172.21.1.254
o DNS:172.16.1.251
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3.2 Rack Design and Hardware components

Figure 3: Solution Rack Configuration using Mellanox SN2700 Switch Systems

IPMI switch

Management server

Two Mellanox SN2700 switches

Four Compute Nodes

The figure above shows the rack configuration and the components of 4 nodes cluster.

IPMI switch
Management server: 2 socket server with 500GB local storage to host VMs
o One Mellanox ConnectX-4 dual port adapter
o DC VMwith installed and configured AD DS, DNS and DHCP services
« SCVMM VM in astandalone configuration
Two Mellanox SN2700 switches with IPL interconnect
« 32 ports 100Gbps QSFP28
Four Compute Nodes, each containing:
« Two Intel(R) Xeon(R) CPU E5-2660 v4 @ 2.00GHz
o 128 GB memory
o One Mellanox ConnectX-4 dual port adapter
« Storage Components
e Two SSD drives in RAID-1 for OS
« Eight NVMe 1.2TB SSDs for S2D storage services

Mellanox LinkX MCP1600-Cxxx series cables to connect the servers to switches.

Rev 1.0
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4 System Deployment

4.1 Configuring Domain Firewall Policy

1. Open GPMC and edit Default Domain Policy (Default Domain Policy - Computer
configuration - Policies - Administrative Templates - Network - Network
Connection - Domain Profile) and enable “Windows Firewall: Allow inbound file and
printer sharing exception”.

=/ Group Policy Management Editor - O X
File Action View Help
Lk ARl RERN 7 Rosl i 4
(%[ Default Domain Policy [CLX-WRD-DC ~ * Domain Profile
v i Computer Configuration .
- Policies Windows Firewall: Allow inbound Setting State
N “| Software Settings file and printer sharing exception |52 Windows Firewall: Allow local program exceptions Mot configured
Windows Settings Edit policy settin ~ |2 Windows Firewall: Define inbound program exceptions Mot configured
| policy s a
~ [ Administrative Templates: (i) Windows Firewall: Protect all network connections Not configured
| Control Panel Requirements: [i2] Windows Firewall: Do not allow exceptions Mot cenfigured
~ [ Network A'_: I:ESSS;V'”dUWS P Professional | Windows Firewall: Allow inbound file and printer sharing exception Enabled
_| Background Intellic wit |52 Windows Firewall: Allow ICMP exceptions Mot cenfigured
_| BranchCache Description: |i2 Windows Firewall: Allow legging Mot cenfigured
| Directhecess Client Allows inbound file and printer i) Windows Firewall: Prohibit netifications Not configured
| D5 Client ;har\n?l. Tedo SB; WIT?\‘;?S p i Windows Firewall: Allow local port exceptions Not configured
| Fonts 1;?“;;?5;1;0&5 %09 ;nd;; |i=) Windows Firewall: Define inbound port exceptions Not cenfigured
| Hotspot Authentic: |z Windows Firewall: Allow inbound remote administration exception Not cenfigured
1 Lanman Server If you E”Eh_IEthiS policy setting, |iz] Windows Firewall: Allow inbound Remote Desktop exceptions Enabled
- L.anman Workstatic Windows FIFEW.EH opens these |iz] Windows Firewall: Prohibit unicast response to multicast or broadc..  Not configured
_| Link-Layer Topolog ports so that this computer can - X K
Microsoft Peer-to-f receive print jobs and requests for |iz] Windows Firewall: Allow inbound UPnP framework exceptions Not configured
- . access to shared files. You must
M Netw?rk CDm_Em[ specify the IP addresses or subnets
~ [ Windows Firew: from which these incoming
_| Domain Pro messages are allowed. In the
| Standard Pri Windows Firewall component of
“ Network Connectiv Control Panel, the "File and Printer
Network Isolation Sharing" check box is selected and W
—— C % || administrators cannot clear it. ks
< > | Extended /{ Standard /
14 setting(s)
4.2 Deploying Windows Server on the Compute Nodes

1. On each Compute Node (cIx-wrd-S1, clx-wrd-S2, clx-wrd-S3 and clx-wrd-S4) install
Windows Server 2016 using the Setup wizard with “Windows Server 2016 (Server with
Desktop Experience)” option chosen.

Install the latest vendor and Mellanox WinOF-2 drivers.
3. Join all hosts to Domain (in our case —wrd.clx)

4. Install Windows features on the compute hosts from the Domain Controller by running
the following PowerShell script.

Snodes = ("clx-wrd-S1", "clx-wrd-S2", "clx-wrd-S3", "clx-wrd-S4")
Invoke-Command $nodes {Install-WindowsFeature Data-Center-Bridging}
Invoke-Command $nodes {Install-WindowsFeature Multipath-IO}
Invoke-Command $nodes {Install-WindowsFeature Failover-Clustering -
IncludeAllSubFeature -IncludeManagementTools}

Invoke-Command $nodes {Install-WindowsFeature -Name Hyper-V -
IncludeManagementTools -Restart}

13 Mellanox Technologies Rev 1.0
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4.3

43.1

4.3.2

5. Enable Network Quality of Service (QoS) in the Domain Controller by running the
following PowerShell script.

Snodes = ("clx-wrd-S1", "clx-wrd-S2", "clx-wrd-S3", "clx-wrd-S4")
Invoke-Command $nodes {Get-NetAdapter | ? InterfaceDescription -Match
"Mellanox*" | Sort-Object number |% {$_ | Set-NetAdapterAdvancedProperty

-RegistryKeyword "*JumboPacket" -RegistryValue 9000} }

Invoke-Command $nodes {New-NetQosPolicy “SMB” -
NetDirectPortMatchCondition 445 -PriorityValue8021Action 3}
Invoke-Command $nodes {Enable-NetQosFlowControl —-Priority 3}
Invoke-Command $nodes {Disable-NetQosFlowControl -Priority 0,1,2,4,5,6,7}
Invoke-Command $nodes {Get-NetAdapter | ? InterfaceDescription -Match
"Mellanox" | Enable-NetAdapterQos}

Invoke-Command $nodes {New-NetQosTrafficClass "SMB" -Priority 3 -
BandwidthPercentage 50 -Algorithm ETS}

Configuring the Network with SCVMM 2016

Setting up Network Settings in SCVMM

1. Openthe SCVMM Console.

2. Go to Settings = Network Settings.

3. Uncheck “Create logical networks automatically”.
4. Click Finish.

Settings 4 | Settings (6)

@ General [

Name Il Metwork Settings X
1) Diagnostic and Usa

Database Connectiq  Network settings

&0
* User Roles

fe_, Run As Accounts

#

i eemoWindows B Library Settings Specify the options for lagical and virtual switches.
M Configuration Providers &7 Remote Contral

A Network Settings Legical network matching

@l System Center Settings =
@ Host Guardian Servi{  Match logical networks by: | First DNS Suffix Label v

12 Console Add-
s "= If the above fails, match by: | Virtual Network Switch Name

Microsoft Azure Site Recovery
Automatic creation of logical networks

In case the host network adapter is not associated with a logical netwerk, a new one will be created based
on the above choice made for network matching.

[[] Create logical networks automatically

Setting up the Host Group

Create a dedicated host group for Hyper-V hosts in order to simplify management in future.
1. Openthe VMM Console

2. Click “Fabric”.

3. Choose the “Servers = All Hosts”.

4. Right click the “All Hosts” and select “Create Host Group”.

5. Type the name “S2D”.

Rev 1.0
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43.3 Adding Compute Hosts to SCVMM

1. Right click the “All Hosts” and select “Add Hyper-V Hosts and Clusters”.

4 39 servers

4 [ All Hosts

(E—

Name

s

— ca Add Hyper-V Hosts and Clusters
ﬂ Add VMware ESX Hosts and Clusters

(]

Create Host Group

= L

i Mave
ﬂ & View Networking
i 7<  Delete
4 & Ng Eﬁ Rename
T._tr Properties

2. Go to the “Add Resource Wizard”.

a. Select “Resource Location”.

i. Select “Windows Server computer in a trusted Active Directory domain”.

°§ Add Resource Wizard

‘E Resource Location

Credentials

Host Settings

Surmmary

Resource Location

Discovery Scope

Target Resources

(® Windows Server computers in a trusted Active Directory domain

If you select this option, before you continue, use VMM Setup to install the VMM agent locally on the
targeted computers. Ensure that you configure the perimeter network settings during the agent

setup.

(O Physical computers to be provisioned as virtual machine hosts

Crllnrt Hoir codion 3 add hane bl caonnsban

b. Go to the “Credentials” option.

| Indicate the Windows computers location

) Windows Server computers in an untrusted Active Directory domain

O Windows Server computers in a perimeter network

i. Select auserin the “Select a Run As Account”.

ii. Click on Browse and select the desired account in the “Select a Run As Account”
window or click on “Create Run As Account” to create a an account with admin
permission (e.g Domain Admin: WRD\Administrator ).

SR B B R S S e

*3 Add Resource Wizard

‘E Credentials

Resource Location

‘ Credentials
Discovery Scope
Target Resources
Host Settings

Summary

x

Select a Run As account

[ 2

Name | Description User Role
NT AUTHORITY\System

NT AUTHORITY\LocalS...

NT AUTHORITY\Netwo...

NC_LocalAdminRAA Administrator
NC_MgmtAdminRAA Administrator

Select a Run As Account X

21l the Hyper-V role and

Browse...

ratar on the host

he host as well s for
d manually, then they
added, the VMM service
any future access to it

Previous

iii. Click “OK”.
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¢. Go to the “Target Resources” option.

I.  Type “CLX” in the “Computer names” text field then press next to search for the
hosts. You will see “clx-wrd-s1” to “clx-wrd-s4” displayed on the “Target
Resources” page.

ii. Select hosts “clx-wrd-s1” to “clx-wrd-s4”.

*5 Add Resource Wizard X

‘£ Target Resources

Resource Location Select the computers that you want to add as hosts

Credentials
Discovered computers:

. =
Discovery Scope Computer Name | Operating System Hypervisor
Target Resources | O ? clx-wrd-dewrd.clx ‘Windows Server 2016 Datacenter Unknown
a clx-wrd-s1wrd.clx ‘Windows Server 2016 Datacenter Hyper-V/
Host Settings
g ? clx-wrd-52 wrd.clx Windows Server 2016 Datacenter Hyper-V/
Summary a clx-wrd-s3.wrd.clx ‘Windows Server 2016 Datacenter Hyper-V

clx-wrd-s4.wrd.clx Windows Server 2016 Datacenter

I:‘ ? cly-wrd-vmm.wrd.clx ‘Windows Server 2016 Datacenter Unknown

Previous || Next || Cancel

iii. Click “Next”.
iv. On the Summary page confirm the settings and click “Finish”.

All 4 hosts will be added to the “S2D” group when the jobs are completed as the following.

Fabric < Hosts (4)
4 37 Servers [
4 ] All Hosts Name Host Status ~ | Role Job Status  ~ | CPU Average | Available Memory ~ | Operating System
4|Hs2p T dxwrd-sTawrdacx QK Host Completed 4% 870GB Micresoft Windows Server 2016 Datacenter
4 i_ Infrastructure f clx-wrd-s2.wrd.clx oK Host Completed 3% 934 GB Microsoft Windows Server 2016 Datacenter
& Library Servers P axwrd-s3wrd.clx oK Hast Completed 2% 12,29 GB Wicrosoft Windows Server 2016 Datacenter
[ PXE Servers T clx-wrd-sdard.cix oK Host Completed 2% 9.76 GB Microsoft Windows Server 2016 Datacenter
T2 Update Server
3 vCenter Servers
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4.3.4

4.34.1

4.3.4.2

Creating Logical Networks (MGMT, Cluster, LiveMigration and Storage)

Below we explain two ways how-to create logical networks with SCVMM server.

Automated Logical Networks Creation by PowerShell Script

Use the PowerShell script provided in AppendixB: Change the script’s parameters according
to your infrastructure and run it in PowerShell session from the SCVMM server.

Manual Logical Networks Creation with SCVMM GUI

Repeat the logical network and IP Address Pool creation for All Logical Networks according
to the below example:

Create the Logical Network

1. Click “Fabric” - “Networking”.

2. Right-click “Logical Networks” - “Create Logical Network”.
3. Specify “MGMT” as a “Name” and optional “Description”.
4

. In “Settings™ select “One Connected Network™.
All management networks need to have routing and connectivity between all hosts in that
network.

5. Select “Create a VM network” with the same name to allow Virtual Machines to access
this logical network directly to automatically create a VM network for your management
network.

6. Click “Network Site” - Add.
7. Select the host group for the hosts that will be managed by the network controller.

8. Insertyour management network IP subnet details.
This network should already exist and be configured in your physical switch.

9. Review the Summary information and click “Finish”.

Create an IP Address Pool for Management Logical Network

In order to allocate static IP addresses to compute hosts, create an IP address pool in the
management logical network. If you are using DHCP, you can skip the steps below.

1. Inthe VMM console, right-click the Management Logical Network in - “Create IP
Pool”.

2. Provide “MGMT Pool” as a “Name” and optional “Description” for the pool and ensure
that the Management Network is selected for the logical network.

3. In “Network Site” panel, select the subnet that this IP address pool will service.
4. In “IP Address Range” panel, type the starting and ending IP addresses.

5. Touse an IP as Cluster IP, type one of the IP addresses from the specified range in IP
addresses to be reserved for other uses box.
Note: Do not use the first three IP addresses of your available subnet. For example, if
your available subnet is from .1to .254, start your range at .4 or greater.

6. Specify the default gateway address, DNS address and optionally configure the WINS
settings.
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4.3.5

7. In the “Summary” page, review the settings and click Finish to complete the wizard.

After the completion of the logical networks and IP pools, you should see the following.

Logical Networks and

IP Pools (4)

Mame

| Metwork Compliance | Subnet | Begin Address | End Address

B iy Cluster

Fully campliant

i Cluster_IPAddressPoal_0 Fully campliant 172.17.0.0/16 172.17.01
S LiveMigration Fully compliant

i LiveMigration_IPAddressPool 0 Fully compliant 172.18.0.0/16 172.18.0.1
B e MGMT Fully campliant

Ly MGMT_IPAddressPoal_0 Fully compliant 172.168.0.0/16 172.16.0.1
= iy Storage Fully campliant

Ly Storage_IPAddressPoal_0 Fully campliant 172.19.0.0/16 172.19.01

Creating a Logical Switch

1. Click “Create Log

ical Switch” on the ribbon in the VMM Console.

. Review the “Getting Started” information and click Next.
. Provide “MLNX-LSW” as the “Name” and optional “Description”.

. Click Next.

? Create Legical Switch Wizard

2
3
4. For the “Uplink mode”, select “Embedded Team”.
5

Getting Started
| General |
Settings
Extensions
Virtuzl Port
Uplinks

Summary

Enter name and description for the logical switch
You can use a logical switch to apply settings to virtual switches across multiple hosts. A logical switch
contains port profiles from the native Hyper-V switch and port profiles for any extensions that you use.

Name: MLNX_LSW

Description:

Uplink mode: | Embedded Team -
No Uplink Team

Team

Embedded Team

| Previous || MNext H Cancel |

6. For “Minimum Bandwidth” mode, choose the Weight option. Click Next.

7. Uncheck all the switch extensions in the Extensions.

8. On the “Virtual Port” tab add port classifications.

172.17.0.200

172.18.0.200

172.16.0.200

172.19.0.200
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P Create Logical Switch Wizard *
o Virtual Port
Getting Started Specify the port classifications for virtual ports part of this logical switch
General The port classifications configured here will be available for use by virtual netwerk adapters in a host or
virtual machines.
Settings
Extensions Virtual ports: _
Port Classification | Default | Marked For Deletion Add...
il Podt Hast Cluster Workload False Mo
Uplinks Host management False Na
A _ Live migration workload False Na
Summary
Storage False No
Set Default
Clear Default
| Previous | | Next | | Cancel | M

9. On the “Uplinks™ tab, click Add and then either create a new “Uplink Port Profile” or use
an existing “Uplink Port Profile” if you already have one configured. In this document,
we created a new “Uplink Port Profile”.

> To create the new “Uplink Port Profile::
a. Use the default settings for “Load Balancing” algorithm and “Teaming Mode”.

b. Select the “Uplink Port Profile” you created and click “New virtual network adapter”.
This adds a host virtual network adapter (vNIC) to your logical switch and uplink port
profile, so when you add the logical switch to your hosts, the vNICs are added
automatically.

c. Provide a name for the vNIC. Verify that the Management VM network is listed under
the Connectivity section.

d. Select “This network adapter will be used for host management (only for MGMT)”.
e. Select a port classification and virtual port profile.
f. Click Next.

g. Repeat steps b-f for Cluster, LiveMigration, Storage01 and Storage02 logical
networks.

10.Review the Summary information and click “Finish” to complete the wizard.
In Windows Server 2016 we can add two SMB (Storage) NICs to the same network due to

implementation of the new feature Simplified SMB Multichannel and Multi-NIC Cluster
Networks.
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4.3.6 Deploying a Logical Switch on Compute Hosts
1. Click VMs and Services on the left navigation pane in the Home screen.
2. Right click on HOST machine under “All Hosts group and click on “Properties”.

3. Click on “Virtual Switches” on the left and click on ‘“New Virtual Switch” then choose
the Logical Switch you have just created.

E clx-wrd-s1.wrd.clx Properties

General I{I,EI New Virtual Switch @ New Virtual Metwork Adapter #5 Delete
Status W MLNX_LSW The logical switch supports teaming which means if you
Logical Switch connect more than one physical adapter they will work
. together as a single uplink. -
gl Physical adapters:
e s Adapter Uglink Part Pro Add
Ethernet 2 - Mellanox € ¥ | | MLNX_UPP v
Lizml L ERr e s Ethernet 5 - Mellanox € ¥ | MLNX_UPP
Reserves 1 i | '
i ' The teaming mode supported by this switch requires all
Storage physical adapters to use the same uplink port profile. i
Virtual Switches The following virtual network adapters will be created:
X e : Marme VM Network VM Subnet  VLAMN ID
pliration Setimay Storaget(2 Storage 619
Placement Paths MEMT MEMT el
LiveMigration LiveMigration 618
Servicing Windows Storage Storage 619
Cluster Cluster 617
Host Guardian Service o lu | &

) i ' Because this logical switch has virtual network adapters, =
Custom Properties

| oK | | Cancel

4. Add both Mellanox NIC ports in the “Physical Adapters” to the created Uplink Port
Profile.

5. Click “OK” to start logical switch deployment after reviewing the information provided
in the summary screen.

6. Repeatsteps 1-5 for all hosts.

4.4 Disabling Regular Flow Control and Creating an Affinity betweena
Virtual NIC (vNIC) and a Physical NIC (pNIC)

After deploying the Logical switch on the all hosts, disable the regular Flow Control on the
Mellanox adapters, since Priority Flow Control (PFC) and Flow Control cannot operate
simultaneously on the same interface.

Creating an affinity betweena vNIC and a pNIC ensures that the traffic from a given vNIC
on the host (storage VNIC) uses a particular pNIC to send traffic so that it passes through the
shorter path.
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Please execute the following PowerShell script from the Domain controller to make all these
changes quickly and consistently.
Snodes = ("clx-wrd-S1", "clx-wrd-S2", "clx-wrd-S3", "clx-wrd-S4")

Invoke-Command $nodes {Set-NetAdapterAdvancedProperty -InterfaceDescription
"*Mellanox*" -RegistryKeyword "*FlowControl" -RegistryValue 0}

Invoke-Command $nodes { (Get-NetAdapter -InterfaceDescription 'Mellanox
ConnectX-4 VPI Adapter').name | ? {Set-VMNetworkAdapterTeamMapping -
VMNetworkAdapterName 'Storage0l' -ManagementOS -PhysicalNetAdapterName $ }}

Invoke-Command $nodes { (Get-NetAdapter -InterfaceDescription 'Mellanox
ConnectX-4 VPI Adapter #2').name | ? {Set-VMNetworkAdapterTeamMapping -
VMNetworkAdapterName 'Storage02' -ManagementOS -PhysicalNetAdapterName $ }}

Invoke-Command -ComputerName S$nodes {Restart-Computer -Force}

4.5 Create and Configure Storage Spaces Direct Cluster

The following steps are run in PowerShell session from SCVMM with administrative
permissions.

1. Run cluster validation.

Snodes = ("clx-wrd-S1", "clx-wrd-S2", "clx-wrd-S3", "clx-wrd-S4")
Test-Cluster -Node $nodes -Include "Storage Spaces
Direct","Inventory", "Network","System Configuration"

2. Create a cluster

The —NoStorage parameter is important to be added to the cmdlet, otherwise disks may
be automatically added to the cluster and you will need to remove them before enabling

Storage Spaces Direct otherwise they will not be included in the Storage Spaces Direct

storage pool.

$ClusterIP = (Get-SCStaticIPAddressPool -LogicalNetworkDefinition (Get-

SCLogicalNetworkDefinition -LogicalNetwork "MGMT")) .IPAddressReservedSet

New-Cluster -Name CLX-S2D -Node S$nodes -NoStorage -IgnoreNetwork
172.17.0.0/16,172.19.0.0/16,172.18.0.0/16 -StaticAddress $ClusterIP

3. Enable Storage Spaces Direct in all-flash mode. The -CacheState Disabled parameter is
important to be added to the cmdlet, because only a single tier of devices, such as anall
NVMe is used.

Enable-ClusterStorageSpacesDirect -CacheState Disabled -AutoConfig:0 -
SkipEligibilityChecks

4. Show clustered disks and create pool —“S2D-Pool”.

Get-StorageSubsystem *cluster* | Get-PhysicalDisk | ? bustype -eg NVMe
New-StoragePool -StorageSubSystemFriendlyName *Cluster* -FriendlyName
S2D-Pool -ProvisioningTypeDefault Fixed -PhysicalDisk (Get-PhysicalDisk |
? BusType -eg NVMe)

5. Add Storage Provider for Spaces Directin SCVMM.
a. Open VMM console and navigate to the Fabric workspace.

b. Select Add Resources | Storage Devices and select Windows-based File Server as
shown in the following screenshot.

c. Click Next.
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& Add Sterage Devices Wizard

= Select Provider Type

‘ Select Provider Type ‘ Select a storage provider type

Specify Discovery Scope Before you begin this wizard, you might have to manually install storage provider software, Select the

storage provider type that matches the type of device you want to manage.
Gather Information
®) Windows-based file server

Select Storage Devices () SAN and MAS devices discovered and managed by a SMI-S provider
Summary () SAN devices managed by a native SMP provider

() Fibre Channel fabric discovered and managed by a SMI-S provider

Previous | Mext | | Caneel

d. Provide the “IP address” or the “Cluster FQDN” and check the checkbox if the cluster
is in another domain.

e. Provide the “Run As Account” and click “Next”.
f. On the next screen select the “Storage Device” and click “Next”.
g. Provide the “Pool Classification” to finish “Storage pool” configuration.

To create the Pool Classification, open the SCYMM console, go to Fabric = Storage

- Classification and Pools and press the icon “Create Storage Classification” on the
ribboninthe “SCVYMM Console”.

Mew Classification d

Create a storage classification

Name: |N‘u"i‘v1e PDD‘

Description:

o[ o |

h. Provide the New Classification’s name and click “Add”
6. Specify a classification for the created pool.
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a. Openthe VMM console, go to Fabric > Storage > Arrays
b. Right-click the “Storage Spaces Direct Cluster” created, and then click Manage Pools.
c. Select the storage pool and click Edit.
d. Choose the “Pool classification”
e. Click OK.
7. Create a Cluster Shared Volume.

a. Right-click on the cluster that has been created.
b. Click Properties.

o

. Select the Shared VVolumes option.

o

. Click Add and then follow the steps to create the volume.
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Appendix A: Switch Configuration Examples

A.l TOR-1 Configuration Example
## Hostname: swx-wrd-01
##
##
## Running-config temporary prefix mode setting
##
no cli default prefix-modes enable
##
## MLAG protocol
##
protocol mlag
##
## Interface Ethernet configuration
#4#

interface port-channel 1

interface ethernet 1/1 speed 40000 force
interface ethernet 1/1-1/30 mtu 9216 force
interface ethernet 1/2 switchport mode hybrid
interface ethernet 1/3 switchport mode hybrid
interface ethernet 1/4 switchport mode hybrid
interface ethernet 1/5 switchport mode hybrid
interface ethernet 1/6 switchport mode hybrid
interface ethernet 1/7 switchport mode hybrid
interface ethernet 1/8 switchport mode hybrid
interface ethernet 1/9 switchport mode hybrid
interface ethernet 1/10 switchport mode hybrid
interface ethernet 1/11 switchport mode hybrid
interface ethernet 1/12 switchport mode hybrid
interface ethernet 1/13 switchport mode hybrid
interface ethernet 1/14 switchport mode hybrid
interface ethernet 1/15 switchport mode hybrid
interface ethernet 1/16 switchport mode hybrid
interface ethernet 1/17 switchport mode hybrid
interface ethernet 1/18 switchport mode hybrid
interface ethernet 1/19 switchport mode hybrid
interface ethernet 1/20 switchport mode hybrid
interface ethernet 1/21 switchport mode hybrid
interface ethernet 1/22 switchport mode hybrid
interface ethernet 1/23 switchport mode hybrid
interface ethernet 1/24 switchport mode hybrid
interface ethernet 1/25 switchport mode hybrid
interface ethernet 1/26 switchport mode hybrid
interface ethernet 1/27 switchport mode hybrid
interface ethernet 1/28 switchport mode hybrid
interface ethernet 1/29 switchport mode hybrid
interface ethernet 1/30 switchport mode hybrid
interface ethernet 1/31-1/32 channel-group 1 mode active

##
## LAG configuration
##

lacp

#4
## VLAN configuration
#4#

vlan 616-621

vlan 666

vlan 999
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vlan 616 name "MGMT"

vlan 617 name "Cluster"

vlan 618 name "LiveMigration"

vlan 619 name "Storage"

vlan 621 name "Deploy"

interface ethernet 1/2 switchport access vlan 621
interface ethernet 1/2 switchport hybrid allowed-vlan all
interface ethernet 1/3 switchport access vlan 621
interface ethernet 1/3 switchport hybrid allowed-vlan all
interface ethernet 1/4 switchport access vlan 621
interface ethernet 1/4 switchport hybrid allowed-vlan all
interface ethernet 1/5 switchport access vlan 621
interface ethernet 1/5 switchport hybrid allowed-vlan all
interface ethernet 1/6 switchport access vlan 621
interface ethernet 1/6 switchport hybrid allowed-vlan all
interface ethernet 1/7 switchport access vlan 621
interface ethernet 1/7 switchport hybrid allowed-vlan all
interface ethernet 1/8 switchport access vlan 621
interface ethernet 1/8 switchport hybrid allowed-vlan all
interface ethernet 1/9 switchport access vlan 621
interface ethernet 1/9 switchport hybrid allowed-vlan all
interface ethernet 1/10 switchport access vlan 621
interface ethernet 1/10 switchport hybrid allowed-vlan all
interface ethernet 1/11 switchport access vlan 621
interface ethernet 1/11 switchport hybrid allowed-vlan all
interface ethernet 1/12 switchport access vlan 621
interface ethernet 1/12 switchport hybrid allowed-vlan all
interface ethernet 1/13 switchport access vlan 621
interface ethernet 1/13 switchport hybrid allowed-vlan all
interface ethernet 1/14 switchport access vlan 621
interface ethernet 1/14 switchport hybrid allowed-vlan all
interface ethernet 1/15 switchport access vlan 621
interface ethernet 1/15 switchport hybrid allowed-vlan all
interface ethernet 1/16 switchport access vlan 616
interface ethernet 1/16 switchport hybrid allowed-vlan all
interface ethernet 1/17 switchport access vlan 621
interface ethernet 1/17 switchport hybrid allowed-vlan all
interface ethernet 1/18 switchport access vlan 621
interface ethernet 1/18 switchport hybrid allowed-vlan all
interface ethernet 1/19 switchport access vlan 621
interface ethernet 1/19 switchport hybrid allowed-vlan all
interface ethernet 1/20 switchport access vlan 621
interface ethernet 1/20 switchport hybrid allowed-vlan all
interface ethernet 1/21 switchport access vlan 621
interface ethernet 1/21 switchport hybrid allowed-vlan all
interface ethernet 1/22 switchport access vlan 621
interface ethernet 1/22 switchport hybrid allowed-vlan all
interface ethernet 1/23 switchport access vlan 621
interface ethernet 1/23 switchport hybrid allowed-vlan all
interface ethernet 1/24 switchport access vlan 621
interface ethernet 1/24 switchport hybrid allowed-vlan all
interface ethernet 1/25 switchport access vlan 621
interface ethernet 1/25 switchport hybrid allowed-vlan all
interface ethernet 1/26 switchport access vlan 621
interface ethernet 1/26 switchport hybrid allowed-vlan all
interface ethernet 1/27 switchport access vlan 621
interface ethernet 1/27 switchport hybrid allowed-vlan all
interface ethernet 1/28 switchport access vlan 621
interface ethernet 1/28 switchport hybrid allowed-vlan all
interface ethernet 1/29 switchport access vlan 621
interface ethernet 1/29 switchport hybrid allowed-vlan all
interface ethernet 1/30 switchport access vlan 621
interface ethernet 1/30 switchport hybrid allowed-vlan all

##
## STP configuration
##
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no

i
##
##

##
##
i

##
i
##

##
##
##

##
##
##

00:

00:

00:

00:

00:

spanning-tree

L3 configuration

ip routing vrf default

interface ethernet 1/1 no switchport force

interface loopback 0

interface vlan 616

interface vlan 617

interface vlan 618

interface vlan 619

interface vlan 621

interface vlan 999

interface ethernet 1/1 ip address 192.168.223.1 255.255.255.252
interface loopback 0 ip address 172.22.0.1 255.255.255.255
interface vlan 616 ip address 172.16.254.251 255.255.0.0
interface vlan 617 ip address 172.17.1.251 255.255.0.0
interface vlan 618 ip address 172.18.1.251 255.255.0.0
interface vlan 619 ip address 172.19.1.251 255.255.0.0
interface vlan 621 ip address 172.21.1.251 255.255.0.0
interface vlan 999 ip address 192.168.222.1 255.255.255.252

DCBX PFC configuration

dcb priority-flow-control enable force

dcb priority-flow-control priority 3 enable

interface ethernet 1/1-1/32 dcb priority-flow-control mode on force
interface port-channel 1 dcb priority-flow-control mode on force

LLDP configuration

11ldp

DHCP relay configuration

ip dhcp relay address vrf default 172.16.1.251

MAGP configuration

protocol magp

interface vlan 616 magp 16

interface vlan 617 magp 17

interface vlan 618 magp 18

interface vlan 619 magp 19

interface vlan 621 magp 21

interface vlan 616 magp 16 ip virtual-router address 172.16.254.253
interface vlan 617 magp 17 ip virtual-router address 172.17.1.253
interface vlan 618 magp 18 ip virtual-router address 172.18.1.253
interface vlan 619 magp 19 ip virtual-router address 172.19.1.253
interface vlan 621 magp 21 ip virtual-router address 172.21.1.254
interface vlan 616 magp 16 ip virtual-router mac-address
01:02:10:01:FF

interface vlan 617 magp 17 ip virtual-router mac-address
01:02:11:01:FF

interface vlan 618 magp 18 ip virtual-router mac-address
01:02:12:01:FF

interface vlan 619 magp 19 ip virtual-router mac-address
015022133 Qi g T

interface vlan 621 magp 21 ip virtual-router mac-address
01:02:15:01:FF
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##
## MLAG configurations
##
mlag-vip neo-mlag-vip-999 ip 10.7.214.201 /24 force
no mlag shutdown
mlag system-mac 00:11:22:33:44:99
interface port-channel 1 ipl 1
interface vlan 999 ipl 1 peer-address 192.168.222.2

##

## AAA remote server configuration
##

# ldap bind-password *xxxxx%x*

# radius-server key ****kxk k%

# tacacs-server key **FxkL ks

##
## SNMP configuration
##
no snmp-server host 10.7.215.46 disable
snmp-server host 10.7.215.46 traps version 2c public

##

## Network management configuration

##

# web proxy auth basic password ****x*xx*
clock timezone Asia Middle East Jerusalem

no ntp server 192.114.62.250 disable
ntp server 192.114.62.250 keyID 0

no ntp server 192.114.62.250 trusted-enable
ntp server 192.114.62.250 version 4

##

## X.509 certificates configuration

#4#

#

# Certificate name system-self-signed, ID
b3fbbbld475e067acc23eb57a54alee34b5c1171

# (public-cert config omitted since private-key config is hidden)

##
## Persistent prefix mode setting
##

cli default prefix-modes enable
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A.2 TOR-2 Configuration Example
## Hostname: swx-wrd-02
##
##
## Running-config temporary prefix mode setting
##
no cli default prefix-modes enable
#4#
## MLAG protocol
##
protocol mlag
##
## Interface Ethernet configuration
##

interface port-channel 1

interface ethernet 1/1 speed 40000 force
interface ethernet 1/1-1/30 mtu 9216 force
interface ethernet 1/2 switchport mode hybrid
interface ethernet 1/3 switchport mode hybrid
interface ethernet 1/4 switchport mode hybrid
interface ethernet 1/5 switchport mode hybrid
interface ethernet 1/6 switchport mode hybrid
interface ethernet 1/7 switchport mode hybrid
interface ethernet 1/8 switchport mode hybrid
interface ethernet 1/9 switchport mode hybrid
interface ethernet 1/10 switchport mode hybrid
interface ethernet 1/11 switchport mode hybrid
interface ethernet 1/12 switchport mode hybrid
interface ethernet 1/13 switchport mode hybrid
interface ethernet 1/14 switchport mode hybrid
interface ethernet 1/15 switchport mode hybrid
interface ethernet 1/16 switchport mode hybrid
interface ethernet 1/17 switchport mode hybrid
interface ethernet 1/18 switchport mode hybrid
interface ethernet 1/19 switchport mode hybrid
interface ethernet 1/20 switchport mode hybrid
interface ethernet 1/21 switchport mode hybrid
interface ethernet 1/22 switchport mode hybrid
interface ethernet 1/23 switchport mode hybrid
interface ethernet 1/24 switchport mode hybrid
interface ethernet 1/25 switchport mode hybrid
interface ethernet 1/26 switchport mode hybrid
interface ethernet 1/27 switchport mode hybrid
interface ethernet 1/28 switchport mode hybrid
interface ethernet 1/29 switchport mode hybrid
interface ethernet 1/30 switchport mode hybrid
interface ethernet 1/31-1/32 channel-group 1 mode active

##
## LAG configuration

##
lacp

#4#
## VLAN configuration
##
vlian 616-619
vlian 621
vlan 999
vlian 616 name "MGMT"
vlian 617 name "Cluster"
vlan 618 name "LiveMigration"
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vlan 619 name "Storage"

vlan 621 name "Deploy"

interface ethernet 1/2 switchport access vlan 621
interface ethernet 1/2 switchport hybrid allowed-vlan all
interface ethernet 1/3 switchport access vlan 621
interface ethernet 1/3 switchport hybrid allowed-vlan all
interface ethernet 1/4 switchport access vlan 621
interface ethernet 1/4 switchport hybrid allowed-vlan all
interface ethernet 1/5 switchport access vlan 621
interface ethernet 1/5 switchport hybrid allowed-vlan all
interface ethernet 1/6 switchport access vlan 621
interface ethernet 1/6 switchport hybrid allowed-vlan all
interface ethernet 1/7 switchport access vlan 621
interface ethernet 1/7 switchport hybrid allowed-vlan all
interface ethernet 1/8 switchport access vlan 621
interface ethernet 1/8 switchport hybrid allowed-vlan all
interface ethernet 1/9 switchport access vlan 621
interface ethernet 1/9 switchport hybrid allowed-vlan all
interface ethernet 1/10 switchport access vlan 621
interface ethernet 1/10 switchport hybrid allowed-vlan all
interface ethernet 1/11 switchport access vlan 621
interface ethernet 1/11 switchport hybrid allowed-vlan all
interface ethernet 1/12 switchport access vlan 621
interface ethernet 1/12 switchport hybrid allowed-vlan all
interface ethernet 1/13 switchport access vlan 621
interface ethernet 1/13 switchport hybrid allowed-vlan all
interface ethernet 1/14 switchport access vlan 621
interface ethernet 1/14 switchport hybrid allowed-vlan all
interface ethernet 1/15 switchport access vlan 621
interface ethernet 1/15 switchport hybrid allowed-vlan all
interface ethernet 1/16 switchport access vlan 616
interface ethernet 1/16 switchport hybrid allowed-vlan all
interface ethernet 1/17 switchport access vlan 621
interface ethernet 1/17 switchport hybrid allowed-vlan all
interface ethernet 1/18 switchport access vlan 621
interface ethernet 1/18 switchport hybrid allowed-vlan all
interface ethernet 1/19 switchport access vlan 621
interface ethernet 1/19 switchport hybrid allowed-vlan all
interface ethernet 1/20 switchport access vlan 621
interface ethernet 1/20 switchport hybrid allowed-vlan all
interface ethernet 1/21 switchport access vlan 621
interface ethernet 1/21 switchport hybrid allowed-vlan all
interface ethernet 1/22 switchport access vlan 621
interface ethernet 1/22 switchport hybrid allowed-vlan all
interface ethernet 1/23 switchport access vlan 621
interface ethernet 1/23 switchport hybrid allowed-vlan all
interface ethernet 1/24 switchport access vlan 621
interface ethernet 1/24 switchport hybrid allowed-vlan all
interface ethernet 1/25 switchport access vlan 621
interface ethernet 1/25 switchport hybrid allowed-vlan all
interface ethernet 1/26 switchport access vlan 621
interface ethernet 1/26 switchport hybrid allowed-vlan all
interface ethernet 1/27 switchport access vlan 621
interface ethernet 1/27 switchport hybrid allowed-vlan all
interface ethernet 1/28 switchport access vlan 621
interface ethernet 1/28 switchport hybrid allowed-vlan all
interface ethernet 1/29 switchport access vlan 621
interface ethernet 1/29 switchport hybrid allowed-vlan all
interface ethernet 1/30 switchport access vlan 621
interface ethernet 1/30 switchport hybrid allowed-vlan all

##
## STP configuration
##

no spanning-tree

##
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##
##

##
##
##

##
Liis
##
##

##

##

i

00:

00:

00:

00:

00:

i

##

L3 configuration

ip routing vrf default

interface ethernet 1/1 no switchport force
interface loopback O

interface vlan 616

interface vlan 617

interface vlan 618

interface vlan 619

interface vlan 621

interface vlan 999

interface ethernet 1/1 ip address 192.168.223.5 255.255.255.252
interface loopback 0 ip address 172.22.0.3 255.255.255.255

interface vlan 616 ip address 172.16.254.252

235 0 255. 0.0

interface vlan 617 ip address 172.17.1.252 255.255.0.0
interface vlan 618 ip address 172.18.1.252 255.255.0.0
interface vlan 619 ip address 172.19.1.252 255.255.0.0
interface vlan 621 ip address 172.21.1.252 255.255.0.0
interface vlan 999 ip address 192.168.222.2 255.255.255.252

DCBX PFC configuration

dcb priority-flow-control enable force
dcb priority-flow-control priority 3 enable

interface ethernet 1/1-1/32 dcb priority-flow-control mode on force
interface port-channel 1 dcb priority-flow-control mode on force

LLDP configuration

11dp

DHCP relay configuration

ip dhcp relay address vrf default 172.16.1.251

MAGP configuration

protocol magp

interface vlan 616 magp 16

interface vlan 617 magp 17

interface vlan 618 magp 18

interface vlan 619 magp 19

interface vlan 621 magp 21

interface vlan 616 magp 16 ip virtual-router
interface vlan 617 magp 17 ip virtual-router
interface vlan 618 magp 18 ip virtual-router
interface vlan 619 magp 19 ip virtual-router
interface vlan 621 magp 21 ip virtual-router
interface vlan 616 magp 16 ip virtual-router
01:02:10:01:FF

interface vlan 617 magp 17 ip virtual-router
01g02eililg @i gIT

interface vlan 618 magp 18 ip virtual-router
01:02:12:01:FF

interface vlan 619 magp 19 ip virtual-router
01:02:13:01:FF

interface vlan 621 magp 21 ip virtual-router
01:02:15:01:FF

MLAG configurations

address 172.
address 172.
address 172.
address 172.
address 172.

mac-address

mac-address

mac-address

mac-address

mac-address

mlag-vip neo-mlag-vip-999 ip 10.7.214.201 /24 force

16.254.253
17.1.253
18.1.253
19.1.253
21.1.254
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no mlag shutdown

mlag system-mac 00:11:22:33:44:99

interface port-channel 1 ipl 1

interface vlan 999 ipl 1 peer-address 192.168.222.1

##

## AAA remote server configuration
#H

# ldap bind-password **xxx k%

# radius-server key **x***xxxx*

# tacacs-server key *x**xkxx xx*

##
## SNMP configuration
##
no snmp-server host 10.7.215.46 disable
snmp-server host 10.7.215.46 traps version 2c public

##

## Network management configuration

##

# web proxy auth basic password **x*x*xx*
clock timezone Asia Middle East Jerusalem

no ntp server 192.114.62.250 disable
ntp server 192.114.62.250 keyID 0O

no ntp server 192.114.62.250 trusted-enable
ntp server 192.114.62.250 version 4

##

## X.509 certificates configuration

##

#

# Certificate name system-self-signed, ID
448aecb823e64c21da59133aab9e546a75bdcebe

# (public-cert config omitted since private-key config is hidden)

##
## Persistent prefix mode setting
##

cli default prefix-modes enable
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Appendix B: PowerShell Script to Create Logical
Networks in SCVMM
e e e
# _______________________________________________________________
param (

[Parameter (Mandatory=$false) ]

#Uplink Port Profile to be used in logicall switch

SUplinkPortProfile = "MLNX UPP", # !Must be created before script execution
[Parameter (Mandatory=$false) ]

#Host Group name

SNCHos tGroupName = "S2D", # !Must be created before script execution
[Parameter (Mandatory=S$false) ]

# Logical netword list

SLogicalNetworks = @ (

@f
# Storage Network information
Name = "Storage"
Subnets = Q(
@f
VLANID = 619
AddressPrefix = "172.19.0.0/16" #Example: "10.0.20.0/24"
DNS = @ () #Example: @("10.0.0.7",
"10.0.0.8")
Gateways = "172.19.1.253" #Example: "10.0.20.1"
PoolStart = "172.19.0.1" #Example: "10.0.20.5"
PoolEnd = "172.19.0.200" #Example: "10.0.20.100"
}
)
}s
@f
# LiveMigration Network information
Name = "LiveMigration"
Subnets = Q(
@f
VLANID = 618
AddressPrefix = "172.18.0.0/16" #Example: "10.0.20.0/24"
DNS = @ () #Example: @("10.0.0.7",
"10.0.0.8")
Gateways = "172.18.1.253" #Example: "10.0.20.1"
PoolStart = "172.18.0.1" #Example: "10.0.20.5"
PoolEnd = "172.18.0.200" #Example: "10.0.20.100"
}
)
by
@f
# Cluster Network information
Name = "Cluster"
Subnets = @ (
@f
VLANID = 617
AddressPrefix = "172.17.0.0/16" #Example: "10.0.20.0/24"
DNS = @ () #Example: @("10.0.0.7",
"10.0.0.9")
Gateways = "172.17.1.253" #Example: "10.0.20.1"
PoolStart = "172.17.0.1" #Example: "10.0.20.5"
PoolEnd = "172.17.0.200" #Example: "10.0.20.100"
}
)
}o
@f
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# Management VM Network information.

Name = "MGMT"
Subnets = Q(
@f
VLANID = 616 #Example: 7
AddressPrefix = "172.16.0.0/16" #Example: "10.0.0.0/24"
DNS = @("172.16.1.251") #Example: @("10.0.0.7",
"10.0.0.9™)
Gateways = "172.16.254.253" #Example: "10.0.40.1"
PoolStart = "172.16.0.1" #Example: "10.0.0.5"
PoolEnd = "172.16.0.200" #Example: "10.0.0.100"
ReservedIPset = "172.16.0.200" #This IP will be used for
Cluster

function createlogicalNetwork
{
param([Object] $NCHostGroupName,
[object] $1n,
[boolean] $ManagedByNC
)

SLogicalNetworkCreated = New-SCLogicalNetwork -Name $1n.Name -
LogicalNetworkDefinitionIsolation $false -EnableNetworkVirtualization $false
-UseGRE S$false -ISPVLAN S$false

Write-Host "Getting the Host group with Name [$NCHostGroupName]"
SallHostGroups = @ ()
SallHostGroups += Get-SCVMHostGroup -Name S$NCHostGroupName

SallSubnetVIAN = @ ()

SallSubnetVLAN += New-SCSubnetVLAN -Subnet $1ln.subnets[0] .AddressPrefix
-VLanID $1n.subnets[0].VLANID

SVLANId = $ln.subnets[0].VLANID

Write-Host "Creating new Logical Network Definition"

SLNDName = $ln.Name + " 0"

ScreatedLND = New-SCLogicalNetworkDefinition -Name $LNDName -
LogicalNetwork S$LogicalNetworkCreated -VMHostGroup $allHostGroups -
SubnetVLan $allSubnetVLAN

Write-Host " create a VMNetwork with the same name as Logical Network"

SManagementVMNetwork = New-SCVMNetwork -Name $1n.Name -IsolationType
"NoIsolation" -LogicalNetwork $LogicalNetworkCreated

Write-Host "Logical Network Deployment completed succssfully"

#Create IP Pool for the created Logical Network

Ssubnet = $1ln.subnets[0]

SManagementSubnet = S$subnet

SallGateways =@ ()

SallGateways += New-SCDefaultGateway -IPAddress S$subnet.Gateways -
Automatic

SIPAddressPoolName = $1ln.Name + " IPAddressPool 0"

if ($1ln.Name -eq "MGMT")
{
if ($subnet.DNS.count -eq 0)
{
Write-Host " DNS setttings are mandatory for MGMT Network"
return -1

}
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SstaticIP = New-SCStaticIPAddressPool -Name S$IPAddressPoolName -
LogicalNetworkDefinition $createdLND -Subnet $subnet.AddressPrefix -
IPAddressRangeStart $subnet.PoolStart -IPAddressRangeEnd $subnet.PoolEnd -
DefaultGateway S$allGateways -DNSServer S$subnet.DNS -IPAddressReservedSet
$subnet .ReservedIPset

}
else
{

SstaticIP = New-SCStaticIPAddressPool -Name S$IPAddressPoolName -
LogicalNetworkDefinition $createdLND -Subnet $subnet.AddressPrefix -
IPAddressRangeStart $subnet.PoolStart -IPAddressRangeEnd $subnet.PoolEnd -
DefaultGateway S$allGateways -DNSServer S$subnet.DNS

}

Write-Host " Created Logical Network : $LogicalNetworkCreated"
return $LogicalNetworkCreated

function AssociatelogicalNetWithUPP
{
param([string] $LogicalNetwork,
[String] $UplinkPortProfile)

#Get the LogicalNetwork
$LogNet = Get-SCLogicalNetwork -Name S$LogicalNetwork

# Get the logical Network Definition
SLogicalNetworkDefinition = Get-SCLogicalNetworkDefinition -
LogicalNetwork $SLogNet

#Get the NC uplink port profile
Suplink = Get-SCNativeUplinkPortProfile —-Name $UplinkPortProfile

#Set the uplink port profile
Set-SCNativeUplinkPortProfile -NativeUplinkPortProfile Suplink -
AddLogicalNetworkDefinition $LogicalNetworkDefinition
}

Gl o i
# Main Body to execute Network creation #
E i

SVerbosePreference = "continue"
SErrorActionPreference = "stop"
try{

if ($UplinkPortProfile -eq "")

{

S$UplinkPortProfile = "MLNX UPP"
}

# Get the VMM server. The connection to VMM server will be made
by this
Write-Host "Getting VMM server connection with VMM server [$(gc
env:computername) "
SVMMServer = Get-SCVMMServer -ComputerName localhost

FHEHHH A AR A R A A S S R
# Create Logical Networks #
E R i
foreach ($1ln in $LogicalNetworks)
{
CreateLogicalNetwork S$SNCHostGroupName $1ln $false
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Appendix C: VM Fleet Cluster Performance Test

For the cluster performance tests the VMMFleet utility is used. The results provided below are
based a four node Hyper-Converged cluster where each node was equipped with Mellanox
ConnectX-4 VPI1 100GbE dual port adapter card. Detailed NIC information provided on

screenshot below.

Mellanox ConnectX-4 VP Adapter Properties >
Events Resources Power Management
General Advanced Information Diriver Details

Adapter Information

Mellanox

Information | Value

Diriver Version 1.60.16216.0

Firmware Wersion 12.18.326

Port Mumber 2

Bus Type PCI-EB0GTsx16

Link Speed 100.0 Gbps/Full Duplex

Part Number MC¥456A-ECAT

Device Id 4115

Revision Id 0

Cumrent MAC Address TC-FE-50-E0-84-Ch
Pemanent MAC Address FC-FE-S0-E0-84Ch

Metwork Status Connected

Adapter Friendh Name Ethemet Z

Port Type ETH

Save To File |
Cancel

VVMFleet with up to 36 virtual machines per node was used for a total of 144 Virtual
Machines. Each Virtual Machine was configured with 1IvCPU and 2GB RAM. Then,
VMFleet was used to run DISKSPD in each of the 144 Virtual Machines for the two
performance tests:
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o First test - 1 thread, 4KiB sequential read with 32 outstanding 10.

) File Action View Window

e zFE = HE

Help

Over 1.8M IOPS

write Lat

(®) Performance

Hra-eX/2 w00

bl

v [ @ Monitoring Tools
B Performance Monitor
2 Data Collector Sets
i Reports

\\CLX-WRD-S1
Processor Information
% Processor Time

RDMA Activity
RDMA Accepted Connections
RDMA Active Connections
RDMA Completion Queue Errors
RDMA Connection Errors
RDMA Failed Connection Attempts
RDMA Inbound Bytes/sec
RDMA Inbound Frames/sec
RDMA Initiated Connections
RDMA Outbound Bytes/sec
RDMA Outbound Frames/sec

SMB Direct Connection
Bytes ROMA Read/sec
Bytes RDOMA Written/sec
Bytes Received/sec
Bytes Sent/sec
Memory Regions
RCQ Notification Events/sec
RDMA Registrations/sec
Receives/sec
Remote Invalidations/sec
SCQ Notification Events/sec
Sends/sec
Stalls (RDMA Read)/sec
Stalls (RDMA Registrations)/sec
Stalls (Send Credit)/sec
Stalls (Send Queue)/sec

_Total
77.645

Mellanox ConnectX-4 VPl Adapter

171.000

24.000

0.000

0.000

1,154.000

378,255,482.190

543,540.122

227.000

368,935,411.275

540,970.566
_Total
785,805,020
1,842,684,272
58,280,147.686
58,467,492.673
0.000
258,277.655
220,110,057
451,629.539
220,113.039
348,395,017
451,960.549
0.000
0.000
0.000
0.000

Mellanox ConnectX-4 VPI Adapter #2
229.000

44.000

0.000

0.000

2,283.000
687,176,031.058
1,029,838.290
858.000
737,820,222.673
1,041,679.122

This test enabled us to hit over 1.8M IOPS in aggregate throughput into the Virtual

Machines.
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e Second test - 1 thread, 512KiB sequential read with 4 outstanding 10.

®
(&) File Action View Window -
e | 2@ E=m HE
@,\ Performance
v [ Monitoring Tools
Performance Monitor
B gta Collector Sets WL WRD o1
& Processor Information _Total
0 Reports % Processor Time 15320
RDMA Activity Mellanox ConnectX-4 VPl Adapter ~ Mellanox ConnectX-4 VPI Adapter #2
RDMA Accepted Connections 171.000 229.000
RDMA Active Connections 24.000 44.000
RDMA Completion Queue Errors 0.000 0.000
RDMA Connection Errors 0.000 0.000
RDMA Failed Connection Attempts 1,170.000 2,315.000
RDMA Inbound Bytes/sec 2,760,016,890 5,963,126,344
RDMA Inbound Frames/sec 1,581,203.695 3,359,691.595
RDMA Initiated Connections 232.000 870.000
RDMA Outbound Bytes/sec 3,259,072,547 6,266,817,207
RDMA Outbound Frames/sec 1,784,182.360 3,476,039.816
SMB Direct Connection _Total
Bytes RDMA Read/sec 94,017.474
Bytes RDMA Written/sec 16,072,107,298.1728
Bytes Received/sec 12,750,520.109
Bytes Sent/sec 12,920,276.099
Memory Regions 0.000
RCQ Notification Events/sec 86,802.096
RDMA Registrations/sec 41,521.856
Receives/sec 95,840.779
Remote Invalidations/sec 41,532.834
SCQ Notification Events/sec 294,815.557
Sends/sec 96,185.081
Stalls (RDMA Read)/sec 0.000
Stalls (RDMA Registrations)/sec 0.000
Stalls (Send Credit)/sec 0.000
Stalls (Send Queue)/sec 0.000

This test enabled us to hit about 69GB/s in aggregate throughput into the Virtual
Machines.
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