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1 Linux Switch Overview

Mellanox Spectrum™ Linux Switch enables users to natively install and use any standard Linux
distribution as the switch operating system on the Open Ethernet Mellanox Spectrum™ switch platforms
and ASIC.

The Spectrum Linux switch is enabled by a Linux kernel driver model for Ethernet switches. It breaks the
dependency of using vendor-specific, closed-source software development kits (SDK).

The open-source Linux driver is developed and maintained in the Linux kernel, replacing proprietary
APIs with standard Linux kernel interfaces to control the switch hardware. This allows off-the-shelf

Linux-based networking applications to operate on the Spectrum switch, including L2 switching, L3

routing, and IP tables (ACLs) at hardware-accelerated speeds.

For more information, check out Linux Switch Blog.
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v Linux Kernel Driver

Hardware

This document describes the configuration of common data center network fabrics

1 L3 fabric with BGP

EVPN Based VXLAN L2 Extension
Symmetric Routing

Asymmetric Routing

Typeb5 route insertion with Symmetric routing
Routing from the Host

RoCE over VXLAN (PFEC/ECN)

=A =4 =4 =4 4 -

The following scenarios were done on the Mellanox SN2XXX switch family using Fedora 28 with
kernel version 5.0.5 and FRR.
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2 Suggested Preconditions For Fabric Configuration

2.1 Physical Port Identification using udev rules

It is possible to create udev rules which rename the software interfaces (port netdevs) corresponding to
the front panel ports according to the front panel numbering.

To do so, create the following rule in /etc/udev/rules.d/10-local.rules:

SUBSYSTEM=="net", ACTION=="add", DRIVERS=="mIxsw_spectrum*", \
NAME="sw$attr {phys_port_name}"

The configuration commands used in the following examples like IP link/IP address/bridge should also
work on other Linux distribution OS, however these commands are not persistent.

To make the configuration persistent, the commands should be included in a bash script and should be
run automatically after startup.

For example, one way to do it, is to use systemd service:

#cat scenariol.sh

#!/bin/sh -

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216

#cat /etc/systemd/system/startup.service

[Unit]

Description=startup configuration
After=multi - user.target
[Service]

ExecStart=/root/scenariol.sh

[Install]
WantedBy=default.target

#systemctl enable startup.service
#systemctl start startup.service

For FRR installation on Fedora 28, the following procedure can be used:

#dnf copr enable nucleof/frr - git
#dnf install frr
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3.1

Fabric Types

L3 Fabric (BGP unnumbered)

spinel

@

L3 BGP

-

1/9
VLAN 10

T 1/1

-

12 >
leaf2
1/9

VLAN 20

Server

Server

192.10.1.2/24

192.20.1.2/24

Leaf 1 Configuration

1. Configure the physical links

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip link set dev swp9 up mtu 9216

2. Configure the loopback interface
ip addr add 1.1.1.1/32 dev lo

3. Configure a vlan-aware bridge and assign host facing port as member of the bridge

ip link add name br0 type bridge vlan_fil tering 1 vlan_default_pvid O mcast_snooping

0
ip link set dev swp9 master brO

4. Add VLAN 10 as access VLAN to the host facing port
bridge vlan add vid 10 dev swp9 untagged pvid

5. Configure SVI for VLAN 10 (to act as a gateway for the host

ip link add lin k br0 name vlan10 up mtu 9216 type vlan id 10
bridge vlan add vid 10 dev br0 self

ip addr add 192.10.1.1/24 dev vlan10

ip link set dev br0 up
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6. Under FRR, configure unnumbered BGP neighbors and advertise the local prefixes

router bgp 65011
bgp router -id1.1.1.1
bgp bestpath as - path multipath - relax
neighbor fabric peer - group
neighbor fabric remote - as external
neighbor fabric description Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swp1 interface peer - group fabric
neighbor swp2 interface peer - group fabric
|

address - family ipv4 unicast
network 1.1.1.1/32
redistribute connected

exit - address - family

|

address - family ipv6 unicast
neighbor fabric activate

exit - address - family

Leaf 2 Configuration

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip link set dev swp9 up mtu 9216
ip addr add 2.2.2.2/32 dev lo

ip link add name br0 type bridge vlan_filtering 1 vlan_default_pvid O mcast_snooping
0

ip link set dev swp9 master br0O

bridge v  an add vid 10 dev swp9 untagged pvid

ip link add link brO name vlan10 up mtu 9216 type vlan id 10

bridge vlan add vid 10 dev br0 self

ip addr add 192.20.1.1/24 dev vlan10

ip link set dev br0 up

FRR configuration:

router bgp 65012
bgp router -id 2.2.2.2

bgp bestpath as - path multipath - relax

neighbor fabric peer - group

neighbor fabric remote - as external

neighbor fabric description Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swp1 interface peer - group fabric

neighbor swp2 interface peer - group fabric
]

address - family ipv4 unicast
network 2.2.2.2/32
redistribute connected

exit - address - family

]

address - family ipv6 unicast
neighbor fabric activate

exit - address - family
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Spine 1 Configuration Spine 2 Configuration
ip link set dev swpl up mtu 9216 ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216 ip link set dev swp2 up mtu 9216
ip addr add 3.3.3.3/32 dev lo ip addr add 4.4.4.4/32 dev lo
FRR configuration FRR configuration
router bgp 65020 router bgp 65020
bgp router -id 3.3.3.3 bgp router -id4.4.4.4
bgp bestpath as - path multipath - relax bgp bestpath as - path multipath - relax
neighbor fabric peer - group neighbor fabric peer - group
neighbor fabric remote - as external neighbor fabric remote - as external
neighbor fabric description Internal neighbor fabric description Internal
Fabric Network Fabric Network
neighbor fabric capability extended - neighbor fabric capability extended
nexthop nexthop
neighbor swpl interface peer - group neighbor swpl interface peer - group
fabric fabric
neighbor swp?2 interface peer - group neighbor swp 2 interface peer - group
fabric fabric
! !
address - family ipv4 unicast address - family ipv4 unicast
network 3.3.3.3/32 network 4.4.4.4/32
exit - address -famil y exit - address - family
! !
address - family ipv6 unicast address - family ipv6 unicast
neighbor fabric activate neighbor fabric activate
exit - address - family exit - address - family
! !
Host 1 Configuration Host 2 Configuration
ip route add 192.20.1.0/24 via ip route add 192.10.1.0/24 via
192.10.1.1 192.20.1.1
3.1.1 Fabric Troubleshooting

1. Verify all IP links are up and configured

#ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT
group default glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
14: swpl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fg_codel state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:19 brd ff:ff:ff:ff:ff:ff
15: swp2: <BROADCAST,MULTICAS T,UP,LOWER_UP> mtu 9216 qdisc fq_codel state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:1d brd ff:ff:ff:ff:ff:ff
17: swp9: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel master brO state
UP mode DEFAULT group default g len 1000 link/ether 50:6b:4b:88:0f:25 brd
ff.ff.ff.ff. A f
24: br0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:25 brd ff:ff:ff:ff:ff:ff
25: vlan10@br0: <BROADCAST,M  ULTICAST,UP,LOWER_UP> mtu 9216 gdisc noqueue state UP
mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:25 brd
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2. Verify the bridge VLAN setting

#bridge vlan show
port vlan ids
swp9
1 untagged 10 PVID untagged
brO
1 PVID untagged 10

3. Verify the MAC address table

#bridge fdb show vlan 10
00:02:¢9:1¢:69:30 dev swp9 vlan 10 extern_learn offload brO
50:6b:4b:88:0f:25 dev swp9 vlan 10 brO permanent

4. Verify ARP table

#ip neigh | grep 192.10.1.2
192.10.1.2 dev vlan10 lladdr 00:02:¢9:1¢:69:30 REACHABLE

5. Verify BGP neighbors are ESTABLISHED
#vtysh - c 'show ip bgp summary'

IPv4 Unicast Summary:

BGP router identifier 1.1.1.1, local AS number 65011 vrf -id0
BGP table version 9

RIB entries 13, using 2080 bytes of memory

Peers 2, using 41 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor Vv AS MsgRcvd MsgSent ThIVer InQ OutQ Up/Down State/PfxRcd
swpl 4 65020 228 233 00 0 03:39:23 4
swp2 4 65020 229 233 00 0 03:39:24 4

Total number of neighbors 2

6. Verify the routing table

#ip route
2.2.2.2 proto bgp metric 20
nexthop via 169.25 4.0.1 dev swp2 weight 1 onlink offload
nexthop via 169.254.0.1 dev swpl weight 1 onlink offload
3.3.3.3 via 169.254.0.1 dev swpl proto bgp metric 20 onlink offload
4.4.4.4 via 169.254.0.1 dev swp2 proto bgp metric 20 onlink offload
192.10.1.0/24 de v vlan10 proto kernel scope link src 192.10.1.1 offload
192.20.1.0/24 proto bgp metric 20
nexthop via 169.254.0.1 dev swp2 weight 1 onlink offload
nexthop via 169.254.0.1 dev swpl weight 1 onlink offload
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3.2 EVPN Based VxLAN L2 Extension

{ L3BGP

VLAN 10 VLAN 20
Server Server
192.10.1.2/24 192.10.1.3/24

Leaf 1 Configuration

1. Configure the physical links

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip link set dev swp9 up mtu 9216

2. Configure the loopback interface
ip addr add 1.1.1.1/32 dev lo

3. Create VXLAN interface

ip link add name vx10010 up mtu 9216 type vxlan id 10 local 1.1.1.1 dstport 4789
nolearning noudpcsum tos inherit ttl 100

4. Configure a vlan-aware bridge and assign host facing port as member of the bridge

ip link add name br0 type bridge vlan_filtering 1 vlan_default_pvid 0 mcast_snooping
0

ip link set dev swp9 master br0O

ip link set dev vx10010 master brO

4. Add VLAN 10 as access VLAN to the host facing port and VXLAN interface

bridge vlan add vid 10 dev swp9 untagged pvid
bridge vlan add vid 10 dev vx10 010 untagged pvid
ip link set dev br0 up

5. Configure SVI for VLAN 10 (to act as a gateway for the host

ip link add link brO name vlan10 up mtu 9216 type vian id 10
bridge vlan add vid 10 dev br0 self

ip addr add 192.10.1.1/24 dev vlan10

ip link set dev br Oup

Rev 1.0 | Mellanox Technologies Confidential
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6. Under FRR, configure unnumbered BGP neighbors and advertise the loopback and all EVPN VNI

router bgp 65011
bgp router -id1.1.1.1
bgp bestpath as - path multipath - relax
neighbor fabric peer - group
neighbor fabric remote - as external
neighbor  fabric description Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swp1 interface peer - group fabric

neighbor swp2 interface peer - group fabric
|

address - family ipv4 unicast

network 1.1.1.1/32
exit - address - family

|

addr ess - family ipv6 unicast
neighbor fabric activate

exit - address - family

|

address - family I2vpn evpn
neighbor fabric activate
advertise -all -vni

exit - address - family

Leaf 2 Configuration

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip link set dev swp9 up mtu 9216
ip addr add 2.2.2.2/32 dev lo

ip link add name vx10010 up mtu 9216 type vxlan id 10 local 2.2.2.2 dstport 4789

nolearning noudpcsum tos inherit ttl 100

ip link add name br0 type bridge vlan_filtering 1 vian_default_pvid 0
0

ip link set dev swp9 master brO

ip link set dev vx10010 master brO

bridge vlan add vid 10 dev swp9 untagged pvid

bridge vlan add vid 10 dev vx10010 untagged pvid

ip link set dev brO up

FRR configuration:

router bgp 65012
bgp router -id2.2 .2.2

bgp bestpath as - path multipath - relax

neighbor fabric peer - group

neighbor fabric remote - as external

neighbor fabric description Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swp1 interface peer - group fabric
neighbo r swp2 interface peer - group fabric

address - family ipv4 unicast

network 2.2.2.2/32
exit - address - family

|

address - family ipv6 unicast
neighbor fabric activate

exit - address - family

|

address - family [2vpn evpn
neighbor fabric activate
advertise -all -vni

exit - address - family

mcast_snooping
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Spine 1 Configuration

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216

Spine 2 Configuration

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216

3.2.1

ip addr add 3.3.3.3/32 dev lo ip addr add 4.4.4.4/32 dev lo

FRR configuration

router bgp 65020
bgp router -id 3.3.3.3

FRR configuration

router bgp 65020
bgp router -id4.4.4.4

bgp bestpath as - path multipath - relax bgp bestpath as - path multipath - relax
neighbor fabric peer - group neighbor fabric peer - group
neighbor fabric remote - as external neighbor fabric remote - as external
neighbor fabric description Internal neighbor fabric description Internal
Fabric Network Fabric Network
neighbor fabric capability extended - neighbor fabric capability extended -
nexthop nexthop
neighbor swpl interface peer - group neighbor swpl interface peer - group
fabric fabric
neighbor swp 2 interface peer - group neighbor swp2 interface peer - group
fabric fabric
| |
address - family ipv4 unicast address - family ipv4 unicast
network 3.3.3.3/32 net work 4.4.4.4/32
exit - address - family exit - address - family
| |
address - family ipv6 unicast address - family ipv6 unicast
neighbor fabric activate neighbor fabric activate
exit - address - family exit - address - family
| |
address - family 12vpn evpn address - family I12vpn evpn
neighbor fabric activate neighbor fabric activate
exit - address -family exit - address - family
| |
Fabric Troubleshooting
1. Verify all IP links are up and configured
#ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT
group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
10: swpl: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fg_codel state UP mode
DEFAULT group default glen 1000
link/ether 50:6b:4b:88:0f:19 brd ff:ff:ff:ff:ff.ff
11: swp2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel state UP mode
DEFAULT group default glen 1000
link/ether 50:6b:4b:88:0f:1d brd ff:ff:ff: ffff.ff
17: swp9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel master br0 state
UP mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:25 brd
ff.ff.ff: ff.ff. ff
20: vx10010: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 gdisc noqueue master br0

state UNKNOWN mode DEFAULT group default glen 1000

link/ether ae:93:4d:6a:7b:8b brd ff:ff:ff:ff:ff:ff
21: brO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88: 0f:25 brd ff:ff:ff:ff:ff:ff
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2. Verify the bridge VLAN setting

#bridge vlan show
port vlan ids

swp9

1 untagged 10 PVID untagged
vx10010

1 untagged 10 PVID untagged
br0

1 PVID untagged

3. Verify BGP neighbors are ESTABLISHED

IPv4 Unicast Summary:

BGP router identifier 1.1.1.1, local AS number 65011 vrf -id0

BGP table version 9

RIB entries 13, using 2080 bytes of memory

Peers 2, using 41 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor Vv AS MsgRcvd MsgSent ThbIVer InQ OutQ Up/Down State/PfxRcd
swpl 4 65020 228 233 0 0 003:39:23 4

swp2 4 65020 229 233 0 0 003:39:24 4

Total number of neighbor s2

4. Verify the routing table

#ip route
2.2.2.2 proto bgp metric 20
nexthop via 169.254.0.1 dev swpl weight 1 onlink offload
nexthop via 169.254.0.1 dev swp2 weight 1 onlink offload
3.3.3.3 via 169.254.0.1 dev swpl proto bgp metric 20 onlink offloa
4.4.4.4 via 169.254.0.1 dev swp2 proto bgp metric 20 onlink offload

5. Verify the EVPN table

#vtysh - c 'show bgp |2vpn evpn'
Route Distinguisher: ip 1.1.1.1:2

*> [2]:[0]:[48]:[00:02:¢9:1c:69:30]

1.11.1 32768 i
*> [3]:[0]:[32]:[1.1.1.1]

1.11.1 32768 i
Route Distinguisher: ip 2.2.2.2:2

* [2]:[0]:[48]:[00:02:¢c9:1c:62:40]

2222
*> [2]:[0]:[48]:[00:02:¢9:1¢:62:40]

2222 0 65020 65012 i
* [3]:[0]:[32]:[2.2.2.2]

2222 0 65020 65012 i
*>  [3]:[0]:[32]:[2.2.2.2]

2222 0 65020 65012 i

Displayed 6 out of 6 total prefixes

6. Verify the MAC address table

#bridge fdb show vlan 10

00:02:¢9:1¢:69:30 dev swp9 vlan 10 extern_learn offload brO
50: 6b:4b:88:0f:25 dev swp9 vlan 10 brO permanent
00:02:¢9:1¢:62:40 dev vx10010 vlan 10 extern_learn offload brO
ae:93:4d:6a:7b:8b dev vx10010 vian 10 br0 permanent

065020 65012 i
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3.3 EVPN Based VXLAN with Asymmetric Routing
spinel spine2
27N
{ y S .5 3
i L3BGP R :
— ~._ N1
1/1 ""1!2 S
1
anso 1ehFL ) vanao ledf2
VLAN 20 VLAN 20
1/9
VLAN 10 VLAN 20
Server Server
192.10.1.2/24 192.20.1.2/24

Leaf 1 Configuration

1. Configure the physical links

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip link set dev swp9 up mtu 9216

2. Configure the loopback interface
ip addr add 1.1.1.1/32 dev lo

3. Create VXLAN interface for VLAN 10 and VLAN 20
ip link add name vx10010 up mtu 9216 type vxlan id 10 local 1.1.1.1 dstport 4789

nolearning noudpcsum tos inherit ttl 100
ip link add name vx10020 up mtu 9216 type vxlan id 20 local 1.1.1.1 dstport 4789
nolearning noudpcsum tos inherit ttl 100

4. Configure a vlan-aware bridge and set its MAC address to be the same as one of the switch ports

ip link add name br0 type bridge vlan_filtering 1 vlan_default_pvid 0 mcast_snooping
0

ip link set dev br0 address <swpl's MAC address>

5. Assign the host facing port and VXLAN interfaces as members of the bridge

ip link set dev swp9 master br0O
ip link set dev vx10010 master br0
ip link set dev vx10020 master br0

6. Add VLAN 10 and 20 as access VLAN of the host facing port and VXLAN interface

bridge vlan add vid 10 dev sw p9 untagged pvid
bridge vlan add vid 10 dev vx10010 untagged pvid
bridge vlan add vid 20 dev vx10020 untagged pvid

ip link set dev brO up

7. Configure SVI for VLAN 10 and 20 with Anycast-GW address

ip link add link brO name vlan10 up mtu 9216 type vlan id 10
ip address add 192.10.1.11/24 dev vlan10
ip link add link vlan10 name vlan10 - v up mtu 9216 address 00:00:5e:00:00:10 type

macvlan mode private
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ip address add 192.10.1.1/24 dev vlan10 - v metric 1024
ip link add link brO name vlan20 up mtu 9216 type vlan id 20
ip address add 192.20.1.11/24 dev vlian20

ip link add link vlan20 name vlan20 - v up mtu 9216 address 00:00:5e:00:00:20 type
macvlan mode private
ip address add 192.20.1.1/24 dev vlan20 - v metric 1024

bridge vlan add vid 10 dev br0 self
bridge vlan add vid 20 dev br0 self

8. Add the Anycast MAC address to the bridge

bridge fdb add 00:00:5e:00:00:10 dev br0 self local vlan 10
bridge fdb add 00:00:5e:00:00:20 dev br0 self local vlan 20

9. Disable rp_filter and enable arp_ignore to make sure ARPs for the anycast IP are answered with the

anycast MAC

sysctl - w net.ipv4.conf.all.rp_filter=0

sysctl - w net.ipv4.conf.vlan10 - v.rp_filter=0
sysctl - w net.ipv4.conf.vlan20 - v.rp_filter=0
sysctl - w net.ipv4.conf.all.arp _ignore=1

10. Configure ARP suppression

ip link set dev vx10010 type bridge_slave neigh_suppress on
ip link set dev vx10020 type bridge_slave neigh_suppress on

11. Under FRR, configure unnumbered BGP neighbors, advertise the loopback and all EVPN VNI

route r bgp 65011
bgp router -id1.1.1.1

bgp bestpath as - path multipath - relax

neighbor fabric peer - group

neighbor fabric remote - as external

neighbor fabric description Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor  swpl interface peer - group fabric

neighbor swp2 interface peer - group fabric
|

address - family ipv4 unicast
network 1.1.1.1/32
exit - address - family
!
address - family ipv6 unicast
neighbor fabric activate
exit - address - family
!
address - family [2vpn evp n
neighbor fabric activate
advertise -all -vni

exit - address - family
!
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Leaf 2 Configuration

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip link set dev swp9 up mtu 9216
ip addr add 2.2.2.2/32 dev lo

ip link add name vx10010 up mtu 9216 type vxlan id 10 local 2.2.2.2 dstport 4789

nolearning noudpcsum tos inherit ttl 10 0

ip link add name vx10020 up mtu 9216 type vxlan id 20 local 2.2.2.2 dstport 4789

nolearning noudpcsum tos inherit ttl 10 0

ip link add name br0 type bridge vlan_filtering 1 vlan_default_pvid O mcast_snooping
0

ip link set dev brO address <swpl's MAC address>

ip link set dev swp9 master brO

ip link set dev vx10010 master brO

ip link set dev vx10020 master br0O

bridge vlan add vid 20 dev swp9 untagged pvid

bridge vlan add vid 10 dev vx10010 untagged pvid

bridge vlan add vid 20 dev vx10020 untagged pvid

ip link set dev br0O up

ip link add link brO name vlan10 up mtu 9216 type vlan id 10
ip address add 192.10.1.12/24 dev vlan10

ip link add link vlan10 name via n10- v up mtu 9216 address 00:00:5e:00:00:10 type
macvlan mode private
ip address add 192.10.1.1/24 dev vlan10 - v metric 1024

ip link add link brO name vlan20 up mtu 9216 type vian id 20
ip address add 192.20.1.12/24 dev vlan20

ip link add link vlan20 name v lan20 - v up mtu 9216 address 00:00:5e:00:00:20 type
macvlan mode private
ip address add 192.20.1.1/24 dev vlan20 - v metric 1024

bridge vlan add vid 10 dev br0 self
bridge vlan add vid 20 dev br0 self

bridge fdb add 00:00:5e:00:00:10 dev br0 self local vlan 1 0
bridge fdb add 00:00:5e:00:00:20 dev br0 self local vlan 20

sysctl - w net.ipv4.conf.all.rp_filter=0

sysctl - w net.ipv4.conf.vlan10 - v.rp_filter=0

sysctl - w net.ipv4.conf.vlan20 - v.rp_filter=0

sysctl - w net.ipv4.conf.all.arp_ignore=1

ip link set dev vx10010 type bridge_slave neigh_suppress on

ip link set dev vx10020 type bridge_slave neigh_suppress on

FRR configuration

router bgp 65012
bgp router -id 2.2.2.2

bgp bestpath as - path multipath - relax

neighbor fabric peer - group

neighbor  fabric remote - as external

neighbor fabric description Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swp1 interface peer - group fabric
neighbor swp2 interface peer - group fabric

éddress - family ipv4 unicast

network 2.2  .2.2/32
exit - address - family

!

address - family ipv6 unicast
neighbor fabric activate

exit - address - family

!

address - family I2vpn evpn
neighbor fabric activate
advertise -all -wvni

exit - address - family
!
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Spine 1 Configuration Spine 2 Configuration
ip link set dev swpl up mtu 9216 ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216 ip link set dev swp2 up mtu 9216
ip addr add 3.3.3.3/32 dev lo ip addr add 4.4.4.4/32 dev lo
FRR configuration FRR configuration
router bgp 65020 router bgp 65020
bgp router -id 3.3.3.3 bgp router -id4.4.4.4
bgp bestpath as - path multipath - relax bgp bestpath as - path multipath - relax
neighbor fabric peer - group neighbor fabric peer - group
neighbor fabric remote - as external neighbor fabric remote - as external
neighbor fabric description Internal neighbor fabric description Internal
Fabric Network Fabric Network
neighbor fabric capability extended - neighbor fabric capability extended -
nexthop nexth op
neighbor swpl interface peer - group neighbor swpl interface peer - group
fabric fabric
neighbor swp?2 interface peer - group neighbor swp2 interface peer - group
fabric fabric
! !
address - family ipv4 unicast address - family ipv4 unicast
network 3.3.3.3/32 network 4.4.4.4/32
exit - address - family exit - address - family
! !
address - family ipv6 unicast address - family ipv6 unicast
neighbor fabric activate neighbor fabric activate
exit - address - family exit - address - family
! !
address - family I12vpn evpn address - family 12vpn evpn
neighbor fabric activate neighbor fabric activate
exit - address - family exit - address - family
! !
Host 1 Configuration Host 2 Configuration
ip route add 192.20.1.0/24 via ip route add 192.10.1.0/24 via
192.10.1.1 192.20.1.1

17 Mellanox Technologies Confidential Rev 1.0



Mellanox

3.3.1 Fabric Troubleshooting

1. Verify all IP links are up and configured:

#ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT
group default glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
10: swpl: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 9216 q  disc fq_codel state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:19 brd ff:ff:ff:ff:ffff
11: swp2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88: 0f:1d brd ff.ff.ff:ff:ff.ff
13: swp9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel master brO state
UP mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:25 brd
ff.ff.Af.Af. A f
20: vx10010: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc hoqueue master br0
state UNKNOWN mode DEFAULT group default glen 1000 link/ether 3a:2a:68:09:4f:ad brd

ffffff:ff: A 1
21: vx10020: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 gdisc hogueue master br0O
state UNKNOWN mode DEFAULT group default gl en 1000 link/ether 16:8a:3e:d5:0f:90 brd
ff.ff.ff: ff.ff. ff

22: br0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:19 brd ff:ff.ff.ff:ff:ff
23: vlan10@br0: <BROADCAST,MUL TICAST,UP,LOWER_UP> mtu 9216 gdisc noqueue state UP
mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:19 brd

ff: ff. ff . ff. ff. ff

24:vlan1l0 - v@vlan10: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue state
UP mode DEFAULT group default gl en 1000 link/ether 00:00:5e:00:00:10 brd

ff: ff . ff . ff. ff. ff

25: vlan20@br0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc nogueue state UP
mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:19 brd

26:vlan20 - v@vlan20: <BROAD CAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue state
UP mode DEFAULT group default glen 1000 link/ether 00:00:5e:00:00:20 brd
ff.ff.ff: ff.ff. ff

2. Verify the bridge Vlan setting:

#bridge vlan show
port vlan ids

swp9

10 PVID untagged
vx1 0010

10 PVID untagged
vx10020

20 PVID untagged
br0

10 20

3. Verify BGP neighbors are up:
#vtysh - c 'show ip bgp summary'

IPv4 Unicast Summary:

BGP router identifier 1.1.1.1, local AS number 65011 vrf -id0
BGP table  version 9

RIB entries 13, using 2080 bytes of memory

Peers 2, using 41 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor \% AS MsgRcvd MsgSent ThlIVer InQ OutQ Up/Down State/PfxRcd
swpl 4 65020 228 233 0 0 003:39:23 4
swp2 4 65020 229 233 0 O 003:39:24 4
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Total number of neighbors 2

4. Verify routing table

#ip route
2.2.2.2 proto bgp metric 20
nexthop via 169.254.0.1 dev swpl wei ght 1 onlink offload
nexthop via 169.254.0.1 dev swp2 weight 1 onlink offload
3.3.3.3 via 169.254.0.1 dev swpl proto bgp metric 20 onlink offload
4.4.4.4 via 169.254.0.1 dev swp2 proto bgp metric 20 onlink offload

192.10.1.0/24 dev vlan10 proto kernel scope link src 192.10.1.11 offload
192.10.1.0/24 dev vlan10 - v proto kernel scope link src 192.10.1.1 metric 1024

192.20.1.0/24 dev vlan20 proto kernel scope link src 192.20.1.11 offload
192.20.1.0/24 dev vlan20 - v proto kernel scope link src 192.20.1.1 metr

5. Verify the EVPN table

#vtysh - c 'show bgp I12vpn evpn'
Route Distinguisher: ip 1.1.1.1:2

*> [2]:[0]:[48]:[00:02:¢c9:1¢:69:30]
1111 32768 i

*> [2]:[0]:[48]:[00:02:¢c9:1¢:69:30]:[32]:[192.10.1.2]
1111

32768 i

*> [3]:[0]:[32]:[1.1.1.1]

1.11.1 32768 i
Route Distinguisher: ip 1.1.1.1:3
*> [3]:[0]:[32]:[1.1.1.1]

1.11.1 32768 i
Route Distinguisher: ip 2.2.2.2:2
* [3]:[0]:[32]:[2.2.2.2]

2222 0 65020 65012 i
*> [3]:[0]:[32]:[2.2.2.2]

2222 0 65020 65012 i
Route Distinguisher: ip 2.2.2.2:3
* [2]:[0]:[48]:[00:02:c9:1c:62:40]

2222 0 65020 65012 i
*> [2]:[0]:[48]:[00:02:c9:1c:62:40]

2222 0 65020 65012 i
* [2]:[0]:[48]:[00:02:c9:1c:62:40]:[32]:[192.20.1.2]

2222 0 65020 65012 i
*> [2]:[0]:[48]:[00:02:¢9:1c:62:40]:[32]:[192.20.1.2]

2222 0 65020 65012
* [3]:[0]:[32]:[2.2.2.2]

2222 0 65020 65012 i
*> [3]:[0]:[32]:[2.2.2.2]

2222 0 65020 65012 i

Displayed 12 out of 12 total prefixes

6. Verify the MAC address table:

#bridge fdb show vlan 10

00:02:¢9:1¢:69:30 dev swp9 vlan 10 extern_learn offload brO
50:6b:4b:88:0f:25 dev swp9 vlan 10 brO permanent
3a:2a:68:09:4f:ad dev vx10010 vlan 10 brO permanent
50:6b:4b:88:0f:19 dev br0 vlan 10 brO permanent

# bridge fdb show vlan 20

00:02:¢9:1¢:62:40 dev vx10020 vian 20 extern_learn offload brO
16:8a:3e:d5:0f:90 dev vx10020 vlan 20 brO permanent
50:6b:4b:88:0f:19 dev br0 vlan 20 brO permanent
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3.4 EVPN Based VxLAN with Symmetric Routing
spinel @
T NS
i 7 W ,
| L3BGP R |
— ~._ N1
o 1’/’1;2 1/2
lehf1 ledf2
1/9 1/9
VLAN 10 VLAN 20
Server Server
192.10.1.2/24 192.20.1.2/24

Leaf 1 Configuration

1. Configure the physical links

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip link set dev swp9 up mtu 9216

2. Configure the loopback interface
ip addr add 1.1.1.1/32 dev lo

3. Create VXLAN interface

ip link add name vx10010 up mtu 9216 type vxlan id 10 local 1.1.1.1 dstport 4789
nolearning noudpcsum tos inherit ttl 100

4. Create VXLAN interface for L3VNI

ip link add name vx4001 up mtu 9216 type vxlan id 104001 local 1.1.1.1 dstport 4789
nolearning nou  dpcsum tos inherit ttl 100

5. Configure a vlan-aware bridge and set its MAC address to be the same as one of the switch ports

ip link add name br0 type bridge vlan_filtering 1 vlan_default_pvid O mcast_snooping
0

ip link set dev brO address <swpl's MAC add ress>

ip link set dev br0 up

6. Assign the host facing port and VXLAN interfaces as members of the bridge

ip link set dev swp9 master brO
ip link set dev vx10010 master brO
ip link set dev vx4001 master brO

7. Create a tenant VRF

ip link add dev vrfl up ty pe vrf table 10

ip -4 route add table 10 unreachable default metric 4278198272
ip - 6 route add table 10 unreachable default metric 4278198272
ip -4 rule add pref 32765 table local

ip -4 rule del pref 0

ip -6 rule add pref 32765 table local

ip -6 rule del pref 0
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8. Add VLAN 10 as access VLAN of the host facing port and VXLAN interface

bridge vlan add vid 10 dev swp9 untagged pvid
bridge vlan add vid 10 dev vx10010 untagged pvid

9. Configure SVI for VLAN 10 with Anycast-GW address

ip link add li nk br0 name vlan10 up master vrfl mtu 9216 type vlan id 10

ip address add 192.10.1.11/24 dev vlan10

ip link add link vlan10 name vlan10 - v up master vrfl mtu 9216 address
00:00:5e:00:00:10 type macvlan mode private

ip address add 192.10.1.1/24 dev vlan10 - v metric 1024

bridge vlan add vid 10 dev br0 self

10. Add the Anycast MAC address to the bridge
bridge fdb add 00:00:5e:00:00:10 dev br0 self local vlan 10

11. Add VLAN 4001 as access VLAN of the L3VNI interface
bridge vlan add vid 4001 dev vx4001 untagged pvid

12. Configure SVI for VLAN 4001
ip link add link brO name vlan4001 up master vrfl mtu 9216 type vlan id 4001
bridge vlan add vid 4001 dev br0 self

13. Disable rp_filter and enable arp_ignore to make sure ARPs for the anycast IP are answered with
the anycast MAC

sysctl - w net.ipv4.conf.all.rp_filter=0
sysctl - w net.ipv4.conf.vlan10 - v.rp_filter=0
sysctl - w net.ipv4.conf.all.arp_ignore=1

14. Configure ARP suppression
ip link set dev vx10010 type bridge_slave neigh_suppress on

15. Under FRR, configure unnumbered BGP neighbors and advertise the loopback and all EVPN VNI

router bgp 65011
bgp router -id1.1.1.1

bgp bestpath as - path multipath - relax

neighbor fabric peer - group

neighbor fabric remote - as external

neighbor  fabric description Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swp1 interface peer - group fabric

neighbor swp2 interface peer - group fabric
]

address - family ipv4 unicast

network 1.1.1.1/32
exit - address - family

|

addr ess - family ipv6 unicast
neighbor fabric activate

exit - address - family

]

address - family I2vpn evpn
neighbor fabric activate
advertise -all -wvni

exit - address - family
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16. Under FRR, map the L3VNI to the tenant VRF

vrf vrfl
vni 104001
exit - wvrf
!

Leaf 2 Configuration

ip link set dev swpl up mtu 9216

ip link set dev swp2 up mtu 9216

ip link set dev swp9 up mtu 9216

ip addr add 2.2.2.2/32 dev lo

ip link add name vx10020 up mtu 9216 type vxlan id 20 local 2.2.2.2 dstport 4789

nolearning noudpcsum tos inherit ttl 10 0

ip link add name vx4001 up mtu 9216 type vxlan id 104001 local 2.2.2.2 dstport 4789

nolearning noudpcsum tos inherit ttl 100

ip link add name br0 type bridge vlan_filtering 1 vlan_default_pvid O mcast_snooping
0

ip link set dev brO address <swpl's MAC address>

ip link set dev brO up

ip link set dev swp9 master brO

ip link set dev vx10020 master br0O

ip link set dev vx4001 master brO

ip link add dev vrfl up type vrf table 10

ip -4 route add table 10 unreachable default metric 4278198272
ip -6 route add table 10 unreachable default metric 4278198272
ip -4 rule add pref 32765 table local

ip -4 rule del pref0

ip - 6 rule add pref 32765 table local

ip - 6 rule del pref0

bridge vlan add vid 20 dev swp9 untagged pvid

bridge vlan add vid 20 dev vx1002 0 untagged pvid

ip link add link brO name vlan20 up master vrfimtu 9216 type vlan id 20
ip address add 192.20.1.12/24 dev vlan20

ip link add link vlan20 name vlan20 - v up master vrfl mtu 9216 address
00:00:5e:00:00:20 type macvlan mode private
ip address ad  d 192.20.1.1/24 dev vlan20 - v metric 1024

bridge vlan add vid 20 dev brO self

bridge fdb add 00:00:5e:00:00:20 dev br0 self local vlan 20

bridge vlan add vid 4001 dev vx4001 untagged pvid

ip link add link brO name vlan4001 up master vrfl mtu 9216 type vlan id 4001
bridge vlan add vid 4001 dev br0 self

sysctl - w net.ipv4.conf.all.rp_filter=0

sysctl - w net.ipv4.conf.vlan20 - v.rp_filter=0

sysctl - w net.ipv4.conf.all.arp_ignore=1

ip link set dev v x10020 type bridge_slave neigh_suppress on

FRR configuration

vrf vrfl
vni 104001
exit - vrf
1
router bgp 65012
bgp router -id 2.2.2.2
bgp bestpath as - path multipath - relax
neighbor fabric peer - group
neighbor fabric remote - as external
neighbor fabric de scription Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swpl interface peer - group fabric
neighbor swp2 interface peer - group fabric

address - family ipv4 unicast
network 2.2.2.2/32
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exit - address - family

!

address -family  ipv6 unicast
neighbor fabric activate

exit - address - family

!

address - family I12vpn evpn
neighbor fabric activate
advertise -all -wvni

exit - address - family

Spine 1 Configuration Spine 2 Configuration
ip link set dev swpl up mtu 9216 ip link set dev swpl up mtu 9216
ip link set dev sw p2 up mtu 9216 ip link set dev swp2 up mtu 9216
ip addr add 3.3.3.3/32 dev lo ip addr add 4.4.4.4/32 dev lo
FRR configuration FRR configuration
router bgp 65020 router bgp 65020
bgp router -id 3.3.3.3 bgp router -id4.4.4.4
bgp bestpath as - path multipath - relax bgp bestpath as - path multipath - relax
neighbor fabric peer - group neighbor fabric peer - group
neighbor fabric remote - as external neighbor fabric remote - as external
neighbor fabric description Internal neighbor fabric description Internal
Fabric Network Fabric Network
neighbor fabric capability extended - neighbor fabric capability extended -
nexthop nexthop
neighbor swpl interface peer - group neighbor swpl interface peer - gr oup
fabric fabric
neighbor swp2 interface peer - group neighbor swp2 interface peer - group
fabric fabric
! !
address - family ipv4 unicast address - family ipv4 unicast
network 3.3.3.3/32 network 4.4.4.4/32
exit - address - family exit - address - family
! !
address - family ipv6 unicast address - family ipv6 unicast
neighbor fabric activate neighbor fabric activate
exit - address - family exit - address - family
! !
address - family |2vpn evpn address - family [2vpn evpn
neighbor fabric activate neighbor fabric activate
exit - address - family exit - address - family
! !
Host 1 Configuration Host 2 Configuration
ip route add 192.20.1.0/24 via ip route add 192.10.1.0/24 via
192.10.1.1 192.20.1.1
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34.1 Fabric Troubleshooting

1. Verify all IP links are up and configured:

#ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT
group default glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
10: swpl: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel state UP mode
DEFAUILT group default glen 1000

link/ether 50:6b:4b:88:0f:19 brd ff:ff:ff:ff:ffff
11: swp2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:1d brd ff:ff:ff.ff:ff.ff
13: sw p9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel master br0 state
UP mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:25 brd
ff.ff.ff:fff. ff
20: vx10010: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue master br0
stat e UNKNOWN mode DEFAULT group default glen 1000 link/ether 82:d4:17:dd:f5:e6 brd
ffffff:ff: A 1
21: vx4001: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 gdisc hoqueue master br0O
state UNKNOWN mode DEFAULT group default glen 1000 link/ether Oe:f4:16:¢8:41:0 5 brd

22: br0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:19 brd ff.ff:ff.ff:ff:ff
23: vrfl: <NOARP,MASTER,UP,LOWER_UP> mtu 65536 gdisc hoqueue stat e UP mode DEFAULT
group default glen 1000

link/ether 7a:6c¢:31:41:2a:7a brd ff:ff:ff:ff.ff.ff
24: vlan10@br0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc nogueue master vrfl
state UP mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:19 brd
ff: ff . ff . ff. ff. ff
25:vlan10 - v@vlan10: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue master
vrfl state UP mode DEFAULT group default glen 1000 link/ether 00:00:5e:00:00:10 brd

26: vlan4001@br0: <BROADCAST,MULTICAST,UP,LOWE R_UP> mtu 9216 qdisc nhoqueue master
vrfl state UP mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:19 brd
ff.ff.ff: ff.ff. ff

2. Verify the bridge VLAN setting:

#bridge vlan show
port vlan ids

swp9

10 PVID untagged
vx10010

10 PVID untagged
vx4001

4001 PVID untagged
br0

10 4001

3. Verify BGP neighbors are up:
#vtysh - c 'show ip bgp summary'

IPv4 Unicast Summary:

BGP router identifier 1.1.1.1, local AS number 65011 vrf -id0
BGP table version 9

RIB entries 13, using 2080 bytes of memory

Peers 2, using 41 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor \% AS MsgRcvd MsgSent ThlIVer InQ OutQ Up/Down State/PfxRcd
swpl 4 65020 228 233 0 0 0 03:39:23 4
swp2 4 65020 229 233 0 O 003:39:24 4
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Total number of neighbors 2

4. Verify routing table:

#ip route

2.2.2.2 proto bgp metric 20
nexthop via 169.254.0.1 dev swpl weight 1 onlink o ffload
nexthop via 169.254.0.1 dev swp2 weight 1 onlink offload

3.3.3.3 via 169.254.0.1 dev swpl proto bgp metric 20 onlink offload

4.4.4.4 via 169.254.0.1 dev swp2 proto bgp metric 20 onlink offload

# ip route list vrf vrfl

unreachable default metric 4278198272
192.10.1.0/24 dev vlan10 proto kernel scope link src 192.10.1.11 offload
192.10.1.0/24 dev vlan10 - v proto kernel scope link src 192.10.1.1 metric 1024

192.20.1.2 via 2.2.2.2 dev vlan4001 proto bgp metric 20 onlink offload

5. Verify the EVPN table

#vtysh - c 'show bgp I12vpn evpn'
Route Distinguisher: ip 1.1.1.1:2

*> [2]:[0]:[48]:[00:02:¢c9:1c:69:30]

1111 32768 i
*> [2]:[0]:[48]:[00:02:¢c9:1¢:69:30]:[32]:[192.10.1.2]

1111 32768 i
*> [3]:[0]:[32]:[1.1.1.1]

1111 32768 i

Route Distinguisher: ip 2.2.2.2:2

* [2]:[0]:[48]:[00:02:c9:1¢:62:40]

2222 0 65020 65012 i
*> [2]:[0]:[48]:[00:02:¢c9:1c:62:40]
2222 0 65020 65012 i

* [2]:[0]:[48]:[00:02:¢c9:1c:62:40]:[32]:[192.20.1.2]
2222 0 65020 65012 i
*> [2]:[0]:[48]:[00:02:c9:1c:62:40]:[32]:[192.20.1.2]

2222 0 65020 65012 i
* [3]:[01:[32]:[2.2.2.2]

2222 0 65020 65012 i
*> [3]:[0]:[32]:[2.2.2.2]

2222 0 65020 65012 i

Displayed 9 out of 9 total prefixes

6. Verify the MAC address table:

# bridge fdb | grep extern_learn

00:02:¢9:1¢:69:30 dev swp9 vlan 10 extern_learn offload brO
ec:0d:9a:5d:eb:d9 dev vx4001 vian 4001 extern_learn offload brO
ec:0d:9a:5d:eb:d9 dev vx4001 2.2.2.2 self extern_learn offload
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3.5 EVPN Based VXLAN with Symmetric Routing (Type5)

172.16.0.0/16

Border Router

192.100.1.2

| L3 BGP

192.100.1.1
1/9

Server

192.10.1.2/24

Leaf 1 Configuration

1. Configure the physical links

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip link set dev swp9 up mtu 9216

2. Configure the loopback interface
ip addr add 1.1.1.1/32 dev lo

3. Create VXLAN interface for VLAN 10

ip link add name vx10010 up mtu 9216 type vxlan id 10 local 1.1.1.1 dstport 4789
nolearn ing noudpcsum tos inherit ttl 100

4. Create VXLAN interface for L3VNI

ip link add name vx4001 up mtu 9216 type vxlan id 104001 local 1.1.1.1 dstport 4789
nolearning noudpcsum tos inherit ttl 100

5. Configure a vlan-aware bridge and set its MAC address to be the same as one of the switch ports

ip link add name br0 type bridge vilan_filtering 1 vlan_default_pvid O mcast_snooping
0

ip link set dev brO address <swpl's MAC address>

ip link set dev brO up

6. Assign the host facing port and VXLAN interfaces as members of the bridge

ip link set dev swp9 master brO
ip link set dev vx10010 master brO
ip link set dev vx4001 master br0
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7. Create a tenant VRF

ip link add dev vrfl up type vrf table 10

ip -4 route add table 10 unreachable default metric 4 278198272
ip - 6 route add table 10 unreachable default metric 4278198272

ip -4 rule add pref 32765 table local

ip -4 rule del pref0

ip -6 rule add pref 32765 table local

ip -6 rule del pref0

8. Add VLAN 10 as access VLAN of host facing port and VXLAN interface

bridge vlan add vid 10 dev swp9 untagged pvid
bridge vlan add vid 10 dev vx10010 untagged pvid

9. Configure SVI for VLAN 10 with Anycast-GW address
ip link add link brO name vlan10 up master vrfl mtu 9216 type vlan id 10

ip address add 192.10.1.11/ 24 dev vlan10

ip link add link vlan10 name vlan10 - v up master vrfl mtu 9216 address
00:00:5€:00:00:10 type macvlan mode private

ip address add 192.10.1.1/24 dev vlan10 - v metric 1024

bridge vlan add vid 10 dev br0 self

10. Add the Anycast MAC address to the bridge
bridge fdb add 00:00:5e:00:00:10 dev br0 self local vlan 10

11. Add VLAN 4001 as access VLAN of L3VNI interface
bridge vlan add vid 4001 dev vx4001 untagged pvid

12. Configure SVI for VLAN 4001

ip link add link brO name vlan4001 up master vrfl mtu 9216 type vlan id 4001
bridge vlan add vid 4001 dev brO self

13. Disable rp_filter and enable arp_ignore to make sure ARPs for the anycast IP are answered with
the anycast MAC

sysctl - w net.ipv4.conf.all. rp_filter=0
sysctl - w net.ipv4.conf.vlan10 - v.rp_filter=0
sysctl - w net.ipv4.conf.all.arp_ignore=1

14. Configure ARP suppression
ip link set dev vx10010 type bridge_slave neigh_suppress on

15. Under FRR, configure unnumbered BGP neighbors, advertise the loopback and all EVPN VNI

router bgp 65011
bgp router -id1.1.1.1

bgp bestpath as - path multipath - relax

neighbor fabric peer - group

neighbor fabric remote - as external

neighbor fabric description Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swp1 interface peer - group fabric

neighbor swp2 interface peer - group fabric
|

address - family ipv4 unicast
network 1.1.1.1/32
exit - address - family
|

éddress - family ipv6 unicast
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neighbor fabric activate

exit - address - family

|

address - family I2vpn evpn
neighbor fabric activate
advertise -all -wvni

exit - address - family

16. Under FRR, map L3VNI to tenant VRF

vrf vrfl
vni 104001
exit - wvrf
!

Leaf 2 Configuration

ip link set dev swpl up mtu 9216

ip link set dev swp2 up mtu 9216

ip link set dev swp9 up mtu 9216

ip address add 192.100.1.1/24 dev swp9

ip addr add 2.2.2.2/32 dev lo

ip link add name vx4001 up mtu 9216 type vxlan id 104001 local 2.2.2.2 dstport 4789

nolearning noudpcsum tos inherit ttl 100

ip link add name br0 type bridge vlan_filtering 1 vlan_default_pvid O mcast_snooping
0

ip link set dev brO address <swpl's MAC address>

ip link set dev brO up

ip link set dev vx4001 master brO

ip link add dev vrfl up type vrf table 10

ip -4 route add table 10 unreachable default metric 4278198272
ip - 6 route add table 10 unreachable default metric 4278198272
ip -4 rule add pref 32765 table local

ip -4 rule del pref0

ip - 6 rule add pref 32765 table local

ip - 6 rule del pref0

ip link set dev swp9 master vrfl

bridge vlan add vid 4001 dev vx4001 untagged pvid

ip link add link brO name vlan4001 up master vrfl mtu 9216 type vian id 4001
bridge vlan add vid 4001 dev br0 self

FRR configuration

vrf vrfl
ip route 172.16.0.0/16 192.100.1.2
vni 10 4001
exit - vrf

1

router bgp 65012

bgp router -id 2.2.2.2

bgp bestpath as - path multipath - relax

neighbor fabric peer - group

neighbor fabric remote - as external

neighbor fabric description Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swpl interface peer - group fabric
neighbor swp2 interface peer - group fabric

- address - family ipv4 unicast
network 2.2.2.2/32
exit - address - family
!
address - family ipv6 unicast
neighbor fabric activate

exit - address - family
!
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address -family  12vpn evpn
neighbor fabric activate
advertise -all -vni
exit - address - family
|
router bgp 65012 vrf vrfl
bgp router -id 2.2.2.2
|

address - family ipv4 unicast
redistribute static
exit - address - family
!
address - family I2vpn evpn
advertise ipv4 unicast

exit - address - family
!

Spine 1 Configuration Spine 2 Configuration
ip link set dev swpl up mtu 9216 ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216 ip link set dev swp2 up mtu 9216
ip addr add 3.3.3.3/32 dev lo ip addr add 4.4.4.4/32 dev lo
FRR configuration FRR configuration
router bgp 65020 router bgp 65020
bgp router -id 3.3.3.3 bgp router -id4.4.4.4
bgp bestpath as - path multipath - relax bgp bestpath as - path multipath - relax
neighbor fabric peer - group neighbor fabric peer - group
neighbor fabric remote - as external neighbor fabric remote - as external
neighbor fabric description Internal neighbor fabric description Internal
Fabric Network Fabric Network
neighbor fabric capability extended - neighbor fabric capability extended -
nexthop nexthop
neighbor swpl interface peer - group neighbor swpl interface peer - group
fabric fabric
neighbor swp 2 interface peer - group neighbor swp2 interface peer - group
fabric fabric
| |
address - family ipv4 unicast address - family ipv4 unicast
network 3.3.3.3/32 network 4.4.4.4/32
exit - address - family exit - address - family
| |
address - family ipv6 unicast address - family ipv6 unicast
neighbor fabric activate neighbor fabric activate
exit - address - family exit - address - family
| |
address - family [2vpn evpn address - family I12vpn evpn
neighbor fabric activate neighbor fabric activate
exit - address - family exit - address - family

Host 1 Configuration

ip route add 192.20.1.0/24 via
192.10.1.1
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3.5.1 Fabric Troubleshooting

1. Verify all IP links are up and configured:

#ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT
group default glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
10: swpl: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:19 brd ff:ff:ff:ff:ffff
11: swp2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:1d brd ff:ff:ff.ff:ff.ff
13: swp9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel master brO state
UP mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:25 brd
ff.ff.ff:ffff ff
20: vx10010: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue master br0
state UNKNOWN mode DEFAULT group default glen 1000 link/ether 82:d4:17:dd:f5:e6 brd
ffffff:ff: A 1
21: vx4001: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 gdisc hoqueue master brO
state UNKNOWN mode DEFAULT group default glen 1000 link/ether Oe:f4:16:¢8:41:05 brd

22: br0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:1 9 brd ff:ff:ff:ff:ff:ff
23: vrfl: <NOARP,MASTER,UP,LOWER_UP> mtu 65536 gdisc hoqueue state UP mode DEFAULT
group default glen 1000

link/ether 7a:6c¢:31:41:2a:7a brd ff:ff:ff:ff.ff.ff

24: vlan10@br0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 gdisc noque ue master vrfl
state UP mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:19 brd

ff: ff . ff . ff. ff. ff

25:vlan10 - v@vlan10: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue master
vrfl state UP mode DEFAULT group default glen 1000 link/eth er 00:00:5e:00:00:10 brd
ff:ff. ff. ff. ff. ff

26: vlan4001@br0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue master
vrfl state UP mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:19 brd
ff.ff.ff: ff.ff. ff

2. Verify the bridge VLAN setting:

#bridge vlan show
port vlan ids

swp9

10 PVID untagged
vx10010

10 PVID untagged
vx4001

4001 PVID untagged
br0

10 4001

3. Verify BGP neighbors are up:
#vtysh - c 'show ip bgp summary'

IPv4 Unicast Summary:

BGP router identifier 1.1.1.1, local AS number 65011 vrf -id0
BGP table version 9

RIB entries 13, using 2080 bytes of memory

Peers 2, using 41 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor \% AS MsgRcvd MsgSent ThlVer InQ OutQ Up/Down State/PfxRcd
swpl 4 65020 228 233 0 0 003:39:23 4
swp2 4 65020 229 233 0 O 003:39:24 4
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Total number of neighbors 2

4. Verify routing table:

#ip route
2.2.2.2 proto bgp metric 20
nexthop via 169.254.0.1 dev swpl weight 1 onlink offload
nexthop via 169.254.0.1 dev swp2 weight 1 onlink offload
3.3.3.3 via 169.254.0.1 dev swpl proto bgp metric 20 onlink offload
4.4.4.4 via 169.254.0.1 dev swp2 p roto bgp metric 20 onlink offload

# ip route list vrf vrfl

unreachable default metric 4278198272

172.16.0.0/16 via 2.2.2.2 dev vlan4001 proto bgp metric 20 onlink offload
192.10.1.0/24 dev vlan10 proto kernel scope link src 192.10.1.11 offload

192.10.1.0/ 24 devvlanl0 - v proto kernel scope link src 192.10.1.1 metric 1024

5. Verify the EVPN table

#vtysh - c 'show bgp I12vpn evpn'
Route Distinguisher: ip 1.1.1.1:2
*> [2]:[0]:[48]:[00:02:¢9:1¢:69:30]

1111 32768 i
*> [2]:[0]:[48]:[00:02:¢9:1¢:69:30]:[32]:[192.10.1.2]
1111 32768 i
*> [3]:[0]:[32]:[1.1.1.1]
1111 32768 i
Route Distinguisher: ip 2.2.2.2:2
* [5]:[0]:[16 ]:[172.16.0.0]
2222 0 65020 65012 ?
*> [5]:[0]:[16]:[172.16.0.0]
2222 0 65020 65012 ?

Displayed 5 out of 5 total prefixes
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3.6 Routing from the Host
spinel spine2
| L3 BGP ~_ ;
/1| _— ~._ |11
~1/2 1/2 =

11.11.11.11/32 22.22.22.22/32

Leaf 1 Configuration

1. Configure the physical links:

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip link set dev swp9 up mtu 9216

2. Configure the loopback interface:
ip addr add 1.1.1.1/32 dev lo

3. Under FRR, configure unnumbered BGP neighbors and advertise the loopback interface:

router bgp 65011
bgp router -id1.1.1.1
bgp bestpath as - path multipath - relax
neighbor fabric peer - group
neighbor fabric remote - as external
neighbor fabric description Internal Fabric Network
neighbo r fabric capability extended - nexthop
neighbor swpl interface peer - group fabric
neighbor swp2 interface peer - group fabric

neighbor swp9 interface peer - group fabric
|

address - family ipv4 unicast
network 1.1.1.1/32
exit - address - family
|
address - family ipv6 unicast
neighbor fabric activate
exit - address - family
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Leaf 2 Configuration

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip link set dev swp9 up mtu 9216
ip addr add 2.2.2.2/32 dev lo

FRR configuration

router bgp 65012
bgp router -id 2.2.2.2

bgp bestpath as - path multipath - relax

neighbor fabric peer - group

neighbor fabric remote - as external

neighbor fabric description Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swp1 interfa ce peer - group fabric
neighbor swp2 interface peer - group fabric

neighbor swp9 interface peer - group fabric
|

address - family ipv4 unicast
network 2.2.2.2/32
exit - address - family
|
address - family ipv6 unicast
neighbor fabric activate
exit - address - family

Spine 1 Configuration

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip addr add 3.3.3.3/32 dev lo

FRR configuration

router bgp 65020
bgp router  -id 3.3.3.3

bgp bestpath as - path multipath - relax
neighbor fabric peer - group
neighbor fabric remote - as external

neighbor fabric description Internal
Fabric Network
neighbor fabric capability extended -

nexthop

neighbor swp1l interface peer - group
fabric

neighbor swp2 interface peer - group
fabric

address - family ipv4 unicast
network 3.3.3.3/32

exit - address - family

!

address - family ipv6 unicast
neighbor fabric activate

exit - address - family
!

Spine 2 Configuration

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip addr add 4.4.4.4/32 dev lo

FRR configuration

router bgp 65020
bgp router -id4.4.4.4

bgp bestpath as - path multipath - relax
neighbor fabric peer - group
neighbor fabric remote - as external

neighbor fabric description Internal
Fabric Network
neighbor fabric capability extended
nexthop
neighbor swpl interface peer
fabric
neighbor swp2 interface peer
fabric
!
address - family ipv4 unicast
network 4.4.4.4/32
exit - address - family
!
address - family ipv6 unicast
neighbor fabric activate

exit - address - family
!

- group

- group
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Host 1 Configuration
ip addr add 11.11.11.11/32 dev lo

FRR configuration

router bgp 65001
bgp router -id 11.11.11.11
bgp bestpath as - path multipath - relax
neighbor enp5s0 interface remote - as
external
|
address - family ipv4 unicast
network 11.11.11.11/32
exit - address - family
|
address - family ipv6 unicast
neighbor enp5s0 activate
exit - address - family

3.6.1 Fabric Troubleshooting

1. Verify all IP links are up and configured
#ip link

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT

group default glen 1000

Host 2 Configuration
ip addr add 22.22.22.22/32 dev lo

FRR configuration

router bgp 65002
bgp router  -id 22.22.22.22
bgp bestpath as - path multipath
neighbor enp5s0 interface remote
external
|
address - family ipv4 unicast
network 22.22.22.22/32
exit - address - family
|
address - family ipv6 unicast
neighbor enp5s0 activate
exit - address - family

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

14: swpl: <BROADCAST,MU LTICAST,UP,LOWER_UP> mtu 9216 qdisc fg_codel state UP mode

DEFAULT group default glen 1000
link/ether 50:6b:4b:88:0f:19 brd ff.ff.ff.ffff:ff

15: swp2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel state UP mode

DEFAULT group default glen 1 000
link/ether 50:6b:4b:88:0f:1d brd ff.ff.ff.ff:ff:ff

17: swp9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel master brO state

UP mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:25 brd

ff.ff.ff:f.ff. ff
2. Verify BGP neighbors are up:
#vtysh - c 'show ip bgp summary'

IPv4 Unicast Summary:

BGP router identifier 1.1.1.1, local AS number 65011 vrf

BGP table version 15

RIB entries 11, using 1760 bytes of memory
Peers 3, using 62 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor \% AS MsgRcvd MsgSent ThlIVer InQ OutQ Up/Down State/PfxRcd

swpl 4 65020 31 35 0 0 000:18:34 3

swp2 4 65020 31 35 0 0 000:18: 33
swp9 4 65001 381 382 0 0 000:18:27 1

Total number of neighbors 3

-id 0

- relax
-as
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3. Verify routing table:

#ip route
2.2.2.2 proto bgp metric 20
nexthop via 169.254.0.1 dev swp2 weight 1 onlink offl oad
nexthop via 169.254.0.1 dev swpl weight 1 onlink offload
3.3.3.3 via 169.254.0.1 dev swpl proto bgp metric 20 onlink offload
4.4.4.4 via 169.254.0.1 dev swp2 proto bgp metric 20 onlink offload
11.11.11.11 via 169.254.0.1 dev swp9 proto bgp metr ic 20 onlink offload
22.22.22.22 proto bgp metric 20
nexthop via 169.254.0.1 dev swpl weight 1 onlink offload
nexthop via 169.254.0.1 dev swp2 weight 1 onlink offload
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3.7 RoCE over VXLAN (PFC/ECN)

{ L3BGP

VLAN 10 VLAN 20
Server Server
192.10.1.2/24 192.10.1.3/24

Leaf 1 Configuration

1. Configure the physical links

ip link set dev swpl up mtu 9216
ip link set dev swp2 up mtu 9216
ip link set dev swp9 up mtu 9216

2. Configure the loopback interface
ip addr add 1.1.1.1/32 dev lo

3. Create VXLAN interface for VLAN 10 and for VLAN 20

ip link add name vx10 010 up mtu 9216 type vxlan id 10 local 1.1.1.1 dstport 4789

nolearning noudpcsum tos inherit ttl 10 0
ip link add name vx10020 up mtu 9216 type vxlan id 20 local 1.1.1.1 dstport 4789

nolearning noudpcsum tos inherit ttl 10 0

4. Configure a vlan-aware bridge and set its MAC address to be the same as one of the switch ports

ip link add name br0 type bridge vlan_filtering 1 vlan_default_pvid 0 mcast_snooping
0
ip link set dev br0O address <swpl's MAC address>

5. Assign the host facing port and VXLAN interfaces as members of the bridge

ip link set dev swp9 master brO
ip link set dev vx10010 master br0
ip link set dev vx10020 master br0O

6. Add VLAN 10 and 20 as access VLAN of host facing port and VXLAN interface

bridge vlan add vid 10 dev swp9 untagged pvid
bridge vlan add vid 10 dev vx10010 untagged pvid
bridge vlan add vid 20 dev vx10020 untagged pvid

ip link set dev brO up

7. Configure SVI for VLAN 10 and 20 with anycast gw address

ip link add link brO name vlan10 up mtu 9216 type vlan id 10
ip address add 192 .10.1.11/24 dev vlan10
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ip link add link vlan10 name vlan10 - v up mtu 9216 address 00:00:5e:00:00:10 type
macvlan mode private
ip address add 192.10.1.1/24 dev vlan10 - v metric 1024

ip link add link brO name vlan20 up mtu 9216 type vlan id 20
ip address add 1 92.20.1.11/24 dev vlan20

ip link add link vlan20 name vlan20 - v up mtu 9216 address 00:00:5e:00:00:20 type
macvlan mode private
ip address add 192.20.1.1/24 dev vlan20 - v metric 1024

bridge vlan add vid 10 dev br0 self
bridge vlan add vid 20 dev br0 self

8. Add the anycast MAC address to the bridge

bridge fdb add 00:00:5e:00:00:10 dev br0 self local vlan 10
bridge fdb add 00:00:5e:00:00:20 dev br0 self local vlan 20

9. Disable rp_filter and enable arp_ignore to make sure ARPs for the anycast IP are answered with the
anycast MAC

sysctl - w net.ipv4.conf.all.rp_filter=0

sysctl - w net.ipv4.conf.vlan10 - v.rp_filter=0
sysctl - w net.ipv4.conf.vlan20 - v.rp_filter=0
sysctl - w net.ipv4.conf.all.arp_ignore=1

10. Configure arp suppression

ip link set dev vx10010 type bridge _slave neigh_suppress on
ip link set dev vx10020 type bridge_slave neigh_suppress on

11. Configure lossy ingress and egress buffer pools

devlink sb pool set pci/0000:01:00.0 pool 0 size 6000000 thtype dynamic
devlink  sb pool set pci/0000:01:00.0 pool 4 size 6000000 thtype dynamic

12. Bind the lossy ingress and egress pools to the relevant interfaces

devlink sb port pool set swpl pool 0 th 13

devlink sb port pool set swp2 pool 0 th 13

devlink sb port pool set swp9 pool 0th 13
devlink sb tc bind set swpl tc 0 type ingress pool 0 th 13
devlink sb tc bind set swp2 tc O type ingress pool 0 th 13
devlink sb tc bind set swp9 tc 0 type ingress pool 0 th 13
devlink sb port pool set swpl pool 4 th 13

devlink sb port pool set sw p2 pool 4 th 13
devlink sb port pool set swp9 pool 4 th 13

devlink sb tc bind set swpl tc 0 type egress pool 4 th 13
devlink sb tc bind set swp2 tc O type egress pool 4 th 13
devlink sb tc bind set swp9 tc 0 type egress pool 4 th 13

13. Configure ingress and egress buffer pools for lossless traffic (RoCE)

devlink sb pool set pci/0000:01:00.0 pool 1 size 6000000 thtype dynamic
devlink sb pool set pci/0000:01:00.0 pool 5 size 15990500 thtype dynamic

14. Bind the lossy ingress and egress pools, PG and TC to the relevant interfaces

devlink sb port pool set swpl pool 1 th 10

devlink sb port pool set swp2 pool 1 th 10

devlink sb port pool set swp9 pool 1 th 10

devlink sb tc bind set swpl tc 3 type ingress pool 1 th 10

devlink sb tc bind set swp2 tc 3 type ingress pool 1 th 10
devlink sb tc bind set swp9 tc 3 type ingress pool 1 th 10

devlink sb port pool set swpl pool 5 th 16

devlink sb port pool set swp2 pool 5 th 16

devlink sb port pool set swp9 pool 5 th 16
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devlink  sb tc bind set swpl tc 3 type egress pool 5 th 16
devlink sb tc bind set swp2 tc 3 type egress pool 5 th 16
devlink sb tc bind set swp9 tc 3 type egress pool 5 th 16

15. Classify dscp 26 (RoCE traffic) into switch priority 3 and dscp 48 (RoCE CNP) into switch

priority 6

systemctl start lldpad

lldptool -T -iswpl -V APP app=3,5,26
lldptool -T -iswp2 -V APP app=3,5,26
lldptool -T -iswp9 -V APP app=3,5,26
lldptool -T -iswpl -V APP app=6,5,48
lldptool -T -iswp2 -V APP app=6,5,48
lldptool -T -iswp9 -V APP app=6,5,48

16. Disable priority update after routing

sysctl - w net.ipv4.ip_forward_update_priority=0

17. Map each switch priority to different traffic class

lldptool -T -iswpl -VETS-CFG up2tc=0:0,1:1,2:2,3:3,4:4,5:5,6:6,7:7
lldptool -T -iswp2 -VETS-CFG up2tc=0:0,1:1,2:2,3:3,4:4,5:5,6:6,7:7
lldptool -T -iswp9 -VETS-CFG up2tc=0:0,1:1,2:2,3:3,4:4,5:5,6:6,7:7

18. Configure WRR and strict priority schedulers

lldptool -T -iswpl -VETS-CFG

tsa=0:ets,1:ets,2:ets,3:ets,4:ets,5:ets,6:strict, 7:ets tcbw=12,1 2,12,25,13,13,0,13
lldptool -T -iswp2 -VETS-CFG

tsa=0:ets,1:ets,2:ets,3:ets,4:ets,5:ets,6:strict, 7:ets tcbw=12,12,12,25,13,13,0,13

lldptool -T -iswp9 -VETS-CFG

tsa=0:ets,1:ets,2:ets,3:ets,4:ets,5:ets,6:strict, 7:ets tcbw=12,12,12,25,13,13,0,13

19. Enable PFC for priority 3

lldptool -T -iswpl -V PFC enabled=3
lldptool -T -iswp2 -V PFC enabled=3
lldptool -T -iswp3 -V PFC enabled=3
lldptool -T -iswpl -V PFC delay=32768
lldptool -T -iswp2 -V PFC delay=32768
lldptool -T -iswp9 -V PFC delay=32768

20. Under FRR, configure unnumbered BGP neighbors, advertise the loopback and all EVPN VNI

router bgp 65011
bgp router -id1.1.1.1

bgp bestpath as - path multipath - relax

neighbor fabric peer - group

neighbor fabric remote - as external

neighbor fabric descriptio n Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swp1 interface peer - group fabric
neighbor swp2 interface peer - group fabric

éddress - family ipv4 unicast

network 1.1.1.1/32
exit - address - family

!

address - family ipv6 un icast
neighbor fabric activate

exit - address - family

!

address - family [2vpn evpn
neighbor fabric activate
advertise -all -wvni
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exit - address - family

Leaf 2 Configuration

ip link set dev swpl up mtu 9216

ip link set dev swp2 up mtu 9216

ip link set dev swp9 up mtu 9216

ip addr add 2.2.2.2/32 dev lo

ip link add name vx10010 up mtu 9216 type vxlan id 10 local 2.2.2.2 dstport 4789

nolearning noudpcsum tos inherit ttl 10 0

ip link add name vx10020 up mtu 9216 type vxlan id 20 local 2.2.2.2 dstpo rt 4789
nolearning noudpcsum tos inherit ttl 10 0

ip link add name br0 type bridge vlan_filtering 1 vlan_default_pvid 0 mcast_snooping
0

ip link set dev brO address <swpl's MAC address>
ip link set dev swp9 master brO

ip link set dev vx10010 master brO

ipl ink set dev vx10020 master br0

bridge vlan add vid 20 dev swp9 untagged pvid
bridge vlan add vid 10 dev vx10010 untagged pvid
bridge vlan add vid 20 dev vx10020 untagged pvid
ip link set dev brO up

ip link add link brO name vian10 up mtu 9216 type vlan id 10

ip address add 192.10.1.12/24 dev vlan10

ip link add link vlan10 name vlan10 - v up mtu 9216 address 00:00:5e:00:00:10 type
macvlan mode private

ip address add 192.10.1.1/24 dev vlan10 - v metric 1024

ip link add link brO name vlan20 up mtu 9216 type vlan id 20

ip address add 192.20.1.12/24 dev vlan20

ip link add link vlan20 name vlan20 - v up mtu 9216 address 00:00:5e:00:00:20 type
macvlan mode private

ip address add 192.20.1.1/24 dev vlan20 - v metric 1024

bridge vlan add vid 10 dev br0 self

bridge vlan add v id 20 dev br0 self

bridge fdb add 00:00:5e:00:00:10 dev br0 self local vlan 10
bridge fdb add 00:00:5e:00:00:20 dev br0 self local vlan 20

sysctl - w net.ipv4.conf.all.rp_filter=0

sysctl - w net.ipv4.conf.vlan10 - v.rp_filter=0
sysctl - w net.ipv4.conf.vlan20 - v.rp_filter=0
sysctl - w net.ipv4.conf.all.arp_ignore=1

ip link set dev vx10010 type bridge_slave neigh_suppress on

ip link set dev vx10020 type bridge_slave neigh_suppress on

devlink sb pool set pci/0000:01:00.0 pool 0 size 6000000 thtype dynamic
devlink sb pool set pci/0000:01:00.0 pool 4 size 6000000 thtype dynamic
devlink sb pool set pci/0000:01:00.0 pool 1 size 6000000 thtype dynamic
devlink sb pool set pci/0000:01:00.0 pool 5 size 15990500 thtype dynamic
devlink sb port pool se t swpl pool 0 th 13

devlink sb port pool set swp2 pool 0 th 13

devlink sb port pool set swp9 pool 0 th 13

devlink sb tc bind set swpl tc 0 type ingress pool 0 th 13

devlink sb tc bind set swp2 tc O type ingress pool 0 th 13

devlink sb tc bind set swp9 tc 0 type ingress pool 0 th 13
devlink sb port pool set swpl pool 4 th 13

devlink sb port pool set swp2 pool 4 th 13

devlink sb port pool set swp9 pool 4 th 13

devlink sb tc bind set swpl tc 0 type egress pool 4 th 13

devlink sb tc bind set swp2 tc O type egre ss pool 4 th 13
devlink sb tc bind set swp9 tc 0 type egress pool 4 th 13

devlink sb port pool set swpl pool 1 th 10

devlink sb port pool set swp2 pool 1 th 10

devlink sb port pool set swp9 pool 1 th 10

devlink sb tc bind set swpl tc 3 type ingress pool 1 th 10
devlink sb tc bind set swp2 tc 3 type ingress pool 1 th 10

devlink sb tc bind set swp9 tc 3 type ingress pool 1 th 10

devlink sb port pool set swpl pool 5 th 16

devlink sb port pool set swp2 pool 5 th 16
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devlink sb port pool set swp9 pool 5 th 16

devlink sb tc bind set swpl tc 3 type egress pool 5 th 16
devlink sb tc bind set swp2 tc 3 type egress pool 5 th 16
devlink sb tc bind set swp9 tc 3 type egress pool 5 th 16
systemctl start lldpad

lldptool -T -iswpl -V APP app=3,5,26

lldptool -T -iswp2 -V APP app=3,5,26

lldptool -T -iswp9 -V APP app=3,5,26

lldptool -T -iswpl -V APP app=6,5,48

lldptool -T -iswp2 -V APP app=6,5,48

lldptool -T -iswp9 -V APP app=6,5,48

sysctl - w net.ipv4.ip_forward_update_priority=0

lldptool -T -iswpl -VETS-CFG up2tc =0:0,1:1,2:2,3:3,4:4,5:5,6:6,7:7
lldptool -T -iswp2 -VETS-CFG up2tc=0:0,1:1,2:2,3:3,4:4,5:5,6:6,7:7
lldptool -T -iswp9 -VETS-CFG up2tc=0:0,1:1,2:2,3:3,4:4,5:5,6:6,7:7
lldptool -T -iswpl -VETS-CFG
tsa=0:ets,1:ets,2:ets,3:ets,4:ets,5:ets,6:strict, 7:et s tcbw=12,12,12,25,13,13,0,13
lldptool -T -iswp2 -VETS-CFG
tsa=0:ets,1:ets,2:ets,3:ets,4:ets,5:ets,6:strict, 7:ets tcbw=12,12,12,25,13,13,0,13
lldptool -T -iswp9 -VETS-CFG
tsa=0:ets,1:ets,2:ets,3:ets,4:ets,5:ets,6:strict, 7:ets tcbw=12,12,12,25,13,13,0
lldptool -T -iswpl -V PFC enabled=3

lldptool -T -iswp2 -V PFC enabled=3

lldptool -T -iswp3 -V PFC enabled=3

lldptool -T -iswpl -V PFC delay=32768

lldptool -T -iswp2 -V PFC delay=32768

lldptool -T -iswp9 -V PFC delay=32768

FRR Configuration

router  bgp 65012
bgp router -id 2.2.2.2

bgp bestpath as - path multipath - relax

neighbor fabric peer - group

neighbor fabric remote - as external

neighbor fabric description Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swp1 interfa ce peer - group fabric

neighbor swp2 interface peer - group fabric
|

address - family ipv4 unicast

network 2.2.2.2/32
exit - address - family

|

address - family ipv6 unicast
neighbor fabric activate

exit - address - family

|

address - family [2vpn evpn
neighbo r fabric activate
advertise -all -vni

exit - address - family

Rev 1.0 | Mellanox Technologies Confidential



Mellanox

Spine 1 Configuration

ip link set dev swpl up mtu 9216

ip link set dev swp2 up mtu 9216

ip addr add 3.3.3.3/32 dev lo

devlink sb pool set pci/0000:01:00.0 pool 0 size 6000000 thtype dynamic
devlink sb pool set pci/0000:01:00.0 pool 4 size 6000000 thtype dynamic
devlink sb pool set pci/0000:01:00.0 pool 1 size 6000000 thtype dynamic
devlink sb pool set pci/0000:01:00.0 pool 5 size 15990500 thtype dynamic
devlink sb port pool set swpl pool 0 th 13

devlink sb port pool set swp2 pool 0 th 13

devlink sb tc bind set swpl tc 0 type ingress pool 0 th 13

devlink sb tc bind set swp2 tc 0 type ingress pool 0 th 13

devlink sb port pool set swpl pool 4 th 13

devlink sb port pool set swp2 pool 4 th 13

devli nk sb tc bind set swpl tc 0 type egress pool 4 th 13

devlink sb tc bind set swp2 tc 0 type egress pool 4 th 13

devlink sb port pool set swpl pool 1 th 10

devlink sb port pool set swp2 pool 1 th 10

devlink sb tc bind set swp1 tc 3 type ingress pool 1 th 10

devlink sb tc bind set swp2 tc 3 type ingress pool 1 th 10

devlink sb port pool set swpl pool 5 th 16

devlink sb port pool set swp2 pool 5 th 16

devlink sb tc bind set swp1 tc 3 type egress pool 5 th 16

devlink sb tc bind set swp2 tc 3 type egress pool 5 th 16
systemctl start lldpad

lldptool -T -iswpl -V APP app=3,5,26

lldptool -T -iswp2 -V APP app=3,5,26

lldptool -T -iswpl -V APP app=6,5,48

lIdptool -T -iswp2 -V APP app=6,5,48

sysctl - w net.ipv4.ip_forward_update_priority=0

lIdptool -T -iswpl -VETS-CFG up2tc=0:0,1:1,2:2,3:3,4:4,5:5,6:6,7:7
lldptool -T -iswp2 -VETS-CFG up2tc=0:0,1:1,2:2,3:3,4:4,5:5,6:6,7:7
lldptool -T -iswpl -VETS-CFG

tsa=0:ets,1:ets,2:ets,3:ets,4:ets,5:ets,6:strict, 7:ets tcbw=12,12,12,25,13,13,0,13

lldptool -T -iswp2 -VETS-CFG
tsa=0:ets,1:ets,2:ets,3:ets,4:ets,5:ets, 6:strict, 7:ets tcbw=12,12,12,25,13,13,0,13
lldptool -T -iswpl -V PFC enabled=3

lldptool -T -iswp2 -V PFC enabled=3

lIdptool -T -iswpl -V PFC delay=32768

lldptool -T -iswp2 -V PFC delay=32768

FRR configuration

router bgp 65020
bgp router -id 3.3.3.3

bgp bestpath as - path multipath - relax

neighbor fabric peer - group

neighbor fabric remote - as external

neighbor fabric description Internal Fabric Network
neighbor fabric capability extended nexthop
neighbor swp1l interface peer - group fabric

neighbor swp2 interface peer - group fabric
|

address - family ipv4 unicast
network 3.3.3.3/32

exit - address - family

|

address - family ipv6 unicast
neighbor fabric activate

exit - address - family
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ip link set dev swpl up mtu 9216

ip link set dev swp 2 up mtu 9216

ip addr add 4.4.4.4/32 dev lo

devlink sb pool set pci/0000:01:00.0 pool 0 size 6000000 thtype dynamic
devlink sb pool set pci/0000:01:00.0 pool 4 size 6000000 thtype dynamic
devlink sb pool set pci/0000:01:00.0 pool 1 size 6000000 thtype dynamic
devlink sb pool set pci/0000:01:00.0 pool 5 size 15990500 thtype dynamic
devlink sb port pool set swpl pool 0 th 13

devlink sb port pool set swp2 pool 0 th 13

devlink sb tc bind set sw pl tc O type ingress pool 0 th 13
devlink sb tc bind set swp2 tc 0 type ingress pool 0 th 13

devlink sb port pool set swpl pool 4 th 13

devlink sb port pool set swp2 pool 4 th 13

devlink sb tc bind set swpl tc 0 type egress pool 4 th 13

devlink sb tc bind set swp2 tc 0 type egress pool 4 th 13

devlink sb port pool set swpl pool 1 th 10

devlink sb port pool set swp2 pool 1 th 10

devlink sb tc bind set swp1 tc 3 type ingress pool 1 th 10

devlink sb tc bind set swp2 tc 3 type ingress pool 1 th 10

devlink sb po rt pool set swpl pool 5 th 16

devlink sb port pool set swp2 pool 5 th 16

devlink sb tc bind set swp1 tc 3 type egress pool 5 th 16

devlink sb tc bind set swp2 tc 3 type egress pool 5 th 16

systemctl start lldpad

lldptool -T -iswpl -V APP app=3,5,26

lldpto ol -T -iswp2 -V APP app=3,5,26

lldptool -T -iswpl -V APP app=6,5,48

lIdptool -T -iswp2 -V APP app=6,5,48

sysctl - w net.ipv4.ip_forward_update_priority=0

lIdptool -T -iswpl -VETS-CFG up2tc=0:0,1:1,2:2,3:3,4:4,5:5,6:6,7:7
lldptool -T -iswp2 -V ETS CFG up2tc=0:0,1:1,2:2,3:3,4:4,5:5,6:6,7:7
lldptool -T -iswpl -VETS-CFG
tsa=0:ets,1:ets,2:ets,3:ets,4:ets,5:ets,6:strict, 7:ets tcbw=12,12,12,25,13,13,0,13
lldptool -T -iswp2 -VETS-CFG
tsa=0:ets,1:ets,2:ets,3:ets,4:ets,5:ets, 6:strict, 7:ets tcbhw=12,

lldptool -T -iswpl -V PFC enabled=3

lldptool -T -iswp2 -V PFC enabled=3

lIdptool -T -iswpl -V PFC delay=32768

lldptool -T -iswp2 -V PFC delay=32768

FRR configuration

router bgp 65020
bgp router -id 4.4.4.4
bgp bestpath as - path mult ipath - relax

neighbor fabric peer - group

neighbor fabric remote - as external

neighbor fabric description Internal Fabric Network
neighbor fabric capability extended - nexthop
neighbor swp1l interface peer - group fabric

neighbor swp2 interface peer - group fab ric
|

address - family ipv4 unicast
network 4.4.4.4/32
exit - address - family
!
address - family ipv6 unicast
neighbor fabric activate
exit - address - family
!
address - family I2vpn evpn
neighbor fabric activate
exit - address - family

12,12,25,13,13,0,13
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éddress - family [2vpn evpn
neighbor fabric activate

exit - address - family
!

Host 1 Configuration
ip route add 192.20.1.0/24 via 192.10.1.1

minx_gos - i <interface> -- trust dscp

echo 106 > /sys/class/infiniband/<mIix - device>/tc/1/traffic_class
cma_roce_tos -d<mlx -device> -t106

mnx_qos - i <interface> -- pfc 0,0,0,1,0,0,0,0

Host 2 Configuration
ip route add 192.10.1.0/24 via 192.20.1.1

minx_gos - i <interface> -- trust dscp
echo 106 > /sys/class/infiniband/<mlx - device>/tc/1/traffic_class
cma_roce_tos -d<mlx -device> -t106
minx_gos - i <interface> -- pfc 0,0,0,1,0,0,0,0
3.7.1 Fabric Troubleshooting

1. Verify all IP links are up and configured

#ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN mode DEFAULT
group default glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
10: swpl: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:19 brd ff:ff.ff.ff:ffff
11: swp2: <BROADCAST,MULTICAST,UP,LOWER_UP>mt u 9216 qdisc fq_codel state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:1d brd ff:ff.ff.ff.ff:ff
13: swp9: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc fq_codel master brO state
UP mode DEFAULT group default glen 1000 link/et her 50:6b:4b:88:0f:25 brd
ff.ff.ff.ff. . f
20: vx10010: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 gdisc nogueue master br0O
state UNKNOWN mode DEFAULT group default glen 1000 link/ether 3a:2a:68:09:4f:ad brd

21: vx10020: <BROADCAST,MULTI CAST,UP,LOWER_UP> mtu 9216 qdisc noqueue master br0O
state UNKNOWN mode DEFAULT group default glen 1000 link/ether 16:8a:3e:d5:0f:90 brd
ff.ff.ff: ff.ff. ff
22: br0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue state UP mode
DEFAULT group default glen 1000

link/ether 50:6b:4b:88:0f:19 brd ff:ff:ff:ff:ff:ff
23: vlan10@br0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 gdisc hoqueue state UP
mode DEFAULT group default glen 1000 link/ether 50:6b:4b:88:0f:19 brd

24:vlan1l0 -v@vlan10: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qdisc noqueue state
UP mode DEFAULT group default glen 1000 link/ether 00:00:5e:00:00:10 brd

ff.ff. ff: ff.ff. ff

25: vlan20@br0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 gdisc nogqueue state UP

mode DEFAULT group d efault glen 1000 link/ether 50:6b:4b:88:0f:19 brd

ff.ff.f: ff:ff. ff

26:vlan20 - v@vlan20: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9216 qgdisc noqueue state
UP mode DEFAULT group default glen 1000 link/ether 00:00:5e:00:00:20 brd

ff.ff.ff: ff.ff. ff
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2. Verify the bridge VLAN setting

#bridge vlan show
port vlan ids

swp9

10 PVID untagged
vx10010

10 PVID untagged
vx10020

20 PVID untagged
br0

10 20

3. Verify bgp neighbors are up
#vtysh - c 'show ip bgp summary'

IPv4 Unicast Summary:

BGP router identifier 1.1.1.1, local AS nhumber 65011 vrf -id 0
BGP table version 9

RIB entries 13, using 2080 bytes of memory

Peers 2, using 41 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor Vv A S MsgRcvd MsgSent  ThbIVer InQ OutQ Up/Down State/PfxRcd
swpl 4 65020 228 233 0 0 003:39:23 4

swp2 4 65020 229 233 0 0 003:39:24 4

Total number of neighbors 2

4. Verify routing table:

#ip route
2.2.2.2 proto bgp metric 20
nexthop via 169.254.0.1 dev swpl weight 1 onlink offload
nexthop via 169.254.0.1 dev swp2 weight 1 onlink offload
3.3.3.3 via 169.254.0.1 dev swpl proto bgp metric 20 onlink offload
4.4 4.4 via 169.254.0.1 dev swp2 proto bgp metric 20 onlink offload
192.10.1.0/24 dev vlan10 proto kernel scope link src 192.10.1.11 offload

192.10.1.0/24 dev vlan10 - v proto kernel scope link src 192.10.1.1 metric 1024
192.20.1.0/24 dev vlan20 proto kernel sc ope link src 192.20.1.11 offload
192.20.1.0/24 dev vlan20 - v proto kernel scope link src 192.20.1.1 metric 1024

5. Verify the EVPN table

#vtysh - c 'show bgp |2vpn evpn'
Route Distinguisher: ip 1.1.1.1:2

*> [2]:[0]:[48]:[00:02:¢9:1¢:69:30]

1111 32768 i
*> [2]:[0]:[48]:[00:02:¢9:1¢:69:30]:[32]:[192.10.1.2]

1111 32768 i
*> [3]:[0]:[32]:[1.1.1.1]

1111 32768 i

Route Distinguisher: ip 1.1.1.1:3

*> [3]:[0]:[32]:[1.1.1.1]
1111 32768 i
Route Distinguisher: ip 2.2.2.2:2

* [3]:[0]:[32]:[2.2.2.2]

2222 0 65020 65012 i
*> [3]:[0]:[32]:[2.2.2.2]

2222 0 65020 65012 i
Route Distinguisher: ip 2.2.2.2:3
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* [2]:[0]:[48]:[00:02:¢c9:1c:62:40]

2222 0 65020 65012 i
*> [2]:] 0]:[48]:[00:02:¢9:1c¢:62:40]

2222 0 65020 65012 i
* [2]:[0]:[48]:[00:02:¢9:1¢:62:40]:[32]:[192.20.1.2]

2222 0 65020 65012 i
*> [2]:[0]:[48]:[00:02:c 9:1¢:62:40]:[32]:[192.20.1.2]

2222 0 65020 65012 i
* [3]:[0]:[32]:[2.2.2.2]

2222 0 65020 65012 i
*> [3]:[0]:[32]:[2.2.2.2]

22. 22 0 65020 65012 i

Displayed 12 out of 12 total prefixes

6. Verify the MAC address table:

#bridge fdb show vlan 10

001:02:¢9:1¢:69:30 dev swp9 vlan 10 extern_learn offload br0
50:6b:4b:88:0f:25 dev swp9 vlan 10 brO permanen t
3a:2a:68:09:4f:ad dev vx10010 vlan 10 brO permanent
50:6b:4b:88:0f:19 dev br0 vlan 10 brO permanent

# bridge fdb show vlan 20

00:02:¢9:1¢:62:40 dev vx10020 vlian 20 extern_learn offload br0
16:8a:3e:d5:0f:90 dev vx10020 vian 20 brO permanent
50:6b:4b:88:0f:19 dev br0 vlan 20 brO permanent

7. Verify buffer pools, PG and TC are configured and binded to ports:

# devlink sb pool show

pci/0000:01:00.0:
sb 0 pool 0 type ingress size 6000000 thtype dynamic
sb 0 pool 1 type ingress size 6000000 th type dynamic
sb 0 pool 2 type ingress size 0 thtype dynamic
sb 0 pool 3 type ingress size 200064 thtype dynamic
sb 0 pool 4 type egress size 6000000 thtype dynamic
sb 0 pool 5 type egress size 15990528 thtype dynamic
sb 0 pool 6 type egress size 0 thtype dynamic
sb 0 pool 7 type egress size 0 thtype dynamic
sb 0 pool 8 type egress size 15990816 thtype static

# devlink sb tc bind show swp9 tc 3 type ingress
swp9: sb 0 tc 3 type ingress pool 1 threshold 10

# devlink sb tc bind show swp9 tc 6 t ype ingress
swp9: sb 0 tc 6 type ingress pool 0 threshold 3

# devlink sb tc bind show swp9 tc 3 type egress
swp9: sb 0 tc 3 type egress pool 5 threshold 16

# devlink sb tc bind show swp9 tc 6 type egress
swp9: sb 0 tc 6 type egress pool 4 threshold 11

8. Verify dscp classification is configured:

#lldptool -t -iswp9 -V APP -capp
APP=(prio,sel,proto)

0:(3,5,26) local hw (set)

1:(6,5,48) local hw (set)

9. Verify Schedulers are configured:

#lldptool -t -iswp9 -VETS-CFG-c
enableTx=no
willing=
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numtcs=

up2tc=0:0,1:1,2:2,3:3,4:4,5:5,6:6,7:7
tcbhw=12,12,12,25,13,13,0,13
tsa=0:ets,1:ets,2:ets,3:ets,4:ets,5:ets,6:strict, 7:ets

10. Verify RoCE traffic is flowing on priority 3 and check PFC counters:

# ethtool - S swpl [grep prio_3
rx_octets_prio_3: 0
rx_f rames_prio_3: 0
tx_octets_prio_3: 13114043008160
tx_frames_prio_3: 3115714661
rx_pause_prio_3: 2880193651
rx_pause_duration_prio_3: 4586569657
tx_pause_prio_3: 0
tx_pause_duration_prio_3: 0

11. Check current/maximum buffer usage on each port, take a snapshot of current buffer usage:

# devlink sb occupancy snapshot pci/0000:01:00.0

Check current/maximum buffer usage in this snapshot:

# devlink sb occupancy show swpl

swpl:
pool: 0:0/480 1: 0/0 2:0/0
5: 3024384/3037056 6: 0/0 7:0/0
itc: 0(0):0/480 1(0):0/0 2(0):0/0
4(0):0/0 5(0):0/0 6(0):0/480
etc: 0(4):0/288 1(4):0/0 2(4):0/0
4(4):0/0 5(4):0/0 6(4):0/0
8(8):0/0 9(8):0/0 10(8):0/0
12(8):0/0 13(8):0/0 14(8):0/0

### maximum usage can be cleared with the following command:

#devlink sb occupancy clearmax pci/0000:01:00.0

3: 0/288
8: 0/0
3(1):0/0
7(0):0/0
3(5):3024384/3037056
7(4):0/0
11(8):0/0
15(8):0/0

4:0/480
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